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HiREFER
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KA RZ e ERRRAIEHPORNSENTE, BAA

RS REERE R,

EiEH: EPORRTZEER ORI
REEEENFROMIERO;
EEBEENEHPONES, IAEEHONEEIEYES
=R,

REPOIT U, DRIESE, FRUHFEERE
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B izim ORI fREs OrTERIFO, imOEIAZ 8080,
IREBERFEA HTTPS iAlaisdlcly, Bk,
TEBZLIEH: (/A HTTP iGEEdlly;

ARSI (BUA) @ ERBRARSIER A,
HhZ 2P : BEN EE Crt. Key X4, FRABENHNL
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| kEaEEhEENTE ®

=3 “Thisle Fd WebfBEE=E0%E EEELEE HipsCenterifi H= HipsCenteri&: 2=

3.1.2 &% Linux RisHIdd

FAFZRERE Linux iRiE#IPORERSE, TR TEFNREEEREIFEREEHFOR) Linux &
G, FUITREEFHEHEATELFRERT, RORPITIUTSHS:

sudo chmod 0755 center-linux-20.sh (45 FLEHIAIPR)

sudo ./center-linux-20.sh  ((E{TLRERIZA)

RESIE, BFEIAMEERS: /opt/apps/huorong/escenter

T REFRE root (R, FLURIERWAAEEWRF,, BER<SRNEN sudo, FEA root IKFRIZ
BBIREX root fUPR/GEHI T4 TR A PRIBIFIIZARIR(E, center-linux-20.sh BR=BEMR, BITHT
B ER RO BMEDIER.

WXETE, SREX R,
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ek, BRUUTRE:

Huorong Endpoint Security Management System
Installer

Copyright (c¢) Huorong Corporation. All rights reserved.
Checking the installation environment...

Verifying archive integrity... All good.

Uncompressing huorong installer 100%

<51

ubuntu-s@Eubuntu-s:/tmp$ sudo ./center-linux-20.sh
[sudo] password for ubuntu-s:

Huorong Endpoint Security Management System

Installer

Copyright (c) Huorong Corporation. All rights reserved.

Checking the installation environment...
Verifying archive integrity... All good.
Uncompressing huorong installer 100%
Done

NEHEETE, FERRLIETORIEL.

Please select the central mode that needs to be installed:

1: Main Center  //ZEru»

2: Load Center  //tagieily

3: Standby Center //£&F9()

Attention: Please choose carefully. After installation is completed, the central mode cannot be
changed.

You want to install (1-3, g to exit):
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<51

ubuntu-s@ubuntu-s:/tmp$ sudo ./center-linux-208.sh
[sudo] password for ubuntu-s:

Huorong Endpoint Security Management System
Installer

Copyright (c) Huorong Corporation. All rights reserved.

Checking the installation environment...
Verifying archive integrity... All good.
Uncompressing huorong installer 100%
Done

Please select the central mode that needs to be installed:

1: Main Center
2: Load Center
3: Standby Center

You want to install (1-3, g to exit):

TETHERIZE 8-32 (VB REE R,

Reset the admin password.

Password must be a combination of alphanumeric characters, numbers and special characters of 8-32 in length.
Enter new password (g to exit):

BMANEBEERPEIXA.

Confirm new password:

iR EThE, ENNERREA Linux idzdlORRE IP it RiRAS, BIREREERGHAE.

3.1.2.1 i EE

Linux gzl OSIE TR S Windows MURIERIE—E, BENSAEEE G, MNKEREE
BN, BRSO AEIIRIRLTER.

Linux =5 ORI SHERBEE AR TEBEPR ORI, BIERIES Windows iRRIH—EL,
3.1.22 Fh ) EtBTH

EeE TEGSIIEE root NRAITIRIE, E28IMKF93F root K, AIER<RIENN sudo dpSF e

A root IKFZZREIIREY root I REHEFHITERME.
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3.1.2.2.1 EEPUEE

Linux iRizmIAily, BTLAERA root R, iEfTLA T &<
cd /opt/apps/huorong/escenter/bin

sudo ./hrcenter config --all
BEIRPONEERER.

51

enter config --all

Attention: Current center mode is main center.
center.url=""
center.https=built-in
center.legacy-ciphers=true
port.deployment=6080
port.management=8080
port.remote-control.center=5901
yport.remote-desktop.endpoint=5500
port.remote-command.endpoint=5902
port.database=3306
root.account=admin

lalchan@alchan-VMware-Virtual-Platform:~/5S @ $ cd /opt/apps/huorong/escenter/bin
alchan@alchan-VMware-Virtual-Platform: fopt/apps/huorong/escenter/bin% sudo ./hrc

3.1.2.2.2 EERIGER ML

BEEFIPOMIHMER, TLUETLA RS
cd /opt/apps/huorong/escenter/bin

sudo ./hrcenter config --get center.url

ubuntu-s@ubuntu-s: /opt/apps/huorong/escenter/bin$ sudo ./hrcenter config --get center.url

A++antinans Currand ntor mnd 4 maqn n+ar
Attention: Current center moade 1s main center.

center.url=""

EROABIE A EER 1P,
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REFPOHAIAIEEEE, ERLT®BS:

cd /opt/apps/huorong/escenter/bin

sudo ./hrcenter config --set center.url=www.domains-ess.cn
Y, BEXEE, EEFL

n, 5Bk, BXERE, FAERHL

Mg E www.domains-ess.cn A MEERS .
ubuntu-s@Eubuntu-s:/opt/apps/huorong/escenter/bin$ sudo ./hrcenter config --set center.url=www.domains-ess.cn

The configuration takes effect after the center restarts. Do you want to restart the center immediately?[Y/nly
Current center is restarting... Done.
center.url="www.domains-ess.cn"

REFOHILAEER IP,
cd /opt/apps/huorong/escenter/bin

sudo ./hrcenter config --set center.url=

1

ubuntu-s@ubuntu-s: /opt/apps/huorong/escenter/bin$ sudo ./hrcenter config --set center.url=""

The configuration takes effect after the center restarts. Do you want to restart the center immediately?[Y/nly
Current center is restarting... Done.
center.url=""

3.1.2.2.3 EEPUERANPOIRSIAE

BILAERLA TS, FREX Linux R OEIEESERIR O IRSIRES
cd /opt/apps/huorong/escenter/bin

sudo ./hrcenter stat
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[root@localhost bin]# ./hrcenter stat
Huorong Endpoint Security System Center for Linux v2.0

Version: v2.0.17.11

Attention: Current center

Center Key: tllYQEmc6Chv4fl7Dt98

Service : Running

3.1.2.2.4 HTTPS EBiE

mode is main center.

ALAERLT®SS, $REX Linux lir#C HTTPS iIREER:

cd /opt/apps/huorong/escenter/bin

sudo ./hrcenter config --get center.https

center.https=built-in
Certificate details
Issued To
Common Name (CN)
Organization(0)
Organizational Unit(oU)

Issued By

Common Name (CN)

Organization(0)

Organizational Unit(oU)
Validity Period

Issued On

Expires On
Fingerprints

SHA-256

SHA-1

EOAFES https 128, ARAZLILH, TEFIERFAER. KrREFAERATSIERERE

EXZEIER.

REFAEENZSIERN, FREEBNES "Bt & "EEinE" | RIEFEIERNE

BFE LEXINANER RER,

REFEAEEXNZEUES.

[root@bogon bin]# sudo ./hrcenter config --get center.https
Attention: Current center mode is main center.

changeme
Huorong Security
changeme

ess. huorong.cn
Huorong Security
changeme

Wednesday, May 27, 2020 at 10:39:46
Saturday, May 25, 2030 at 10:39:46

3a6dTb86d536edT6aab017689320abaa894el1f291a5818603d864TeceacT9030
124e43c3053e375f14albcbb933bbbdcdllealce
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cd /opt/apps/huorong/escenter/bin
sudo ./hrcenter config --set center.https=custom

FIRERNEEREFZANEENE, 1 MERRE. 2 HEZRE.

[root@localhost bin]# sudo ./hrcenter config --set center.https=custom

Attention: Current center mode is main center.

Please select the certificate standard.

1. international Using international standard encryption algorithms, default value
2. domestic Use the Chinese standard encryption algorithm

Enter your choice(l or 2)1

mA 1" g, IMREIEBRES "EifrE" | SRBRIEREBANLEBRARIEREERIA T B
Input certificate file:

Input key file:

B, BNIEBIEREE,

[root@localhost bin]# sudo ./hrcenter config --set center.https=custom
Attention: Current center mode is main center

Please select the certificate standard.

1. international Using international standard encryption algorithms, default value
2. domestic Use the Chinese standard encryption algorithm

Enter your choice(l or 2)1

Input certificate file :/root/Desktop/server.crt

Input key file :/root/Desktop/server.key

WA "2" fa, IMREIERRES "EFNE | SERRIEREBNEBRABIEREERIUA TGS

Input signature certificate file: [/ AT S A
Input signature private key file: /1352 RNV A
Input encryption certificate file: [/ INEEIE 5 SCA
Input encrypted private key file: /IR H A

B, EWANEEIEBIRARIRE,
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Please select the certificate standard.

1. international Using international standard encryption algorithms, default value
2. domestic Use the Chinese standard encryption algorithm

Enter your choice(l or 2)2

Input signature certificate file :/root/Desktop/gmssl/server_enc.crt

Input signature private key file :/root/Desktop/gmssl/server_enc.key

Input encryption certificate file :/root/Desktop/gmssl/server_sign.crt

Input encryption private key file :/root/Desktop/gmssl/server_sign.key

ESIEBRIAAREERAREERF L.

The configuration takes effect after the center restarts. Do you want to restart the center
immediately?[Y/n]

n 5epk, EXECE, FERFL

Y ENEE, ERPL

Current center is restarting... Done

EIEHFIAY https IRE, RIEPIREITFEBER

center.https=custom

Certificate standards =international

Hl, ENERERIIAERFL, BRZEIAFNIEBFERER.
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The configuration takes effect after the center restarts. Do you want to restart the center immediately?[Y/n]y

Current center is restarting...

center.https=custom
Certificate standards=domestic
Certificate details
Issued To
Common Name (CN)
Organization(0)

Organizational Unit(0U)

Issued By
Common Name(CN)
Organization(0)

Organizational Unit(0U)

Validity Period
Issued On
Expires On

Fingerprints
SHA-256
SHA-1

Done.

Server enc
cc
bD

sub ca
ccC
DD

Tuesday, December 17, 2024 at 08:12:37
Friday, December 15, 2034 at 08:12:37

100ac2982dbce32a2aea250fa542e83c320a0837bb522762ab88f5cT75a983de
c719a0df6e58f839b%bceT98119558b2101a84e4

IREAEA HTTPS (ERLA TS

cd /opt/apps/huorong/escenter/bin

sudo ./hrcenter config --set center.https=no

HRPOLERER, FRXEA.

The configuration takes effect after the center restarts. Do you want to restart the center

immediately?[Y/n]

n 5epk, EXECE, FERFL

Y ENEE, ERPL

Current center is restarting... Done

center.https=no

=, REAZA HTTPS HEETMK.

[root@bogon bin]# sudo ./hrcenter config --set center.https=no

Attention: Current center mode is main center.

The configuration takes effect after the center restarts. Do you want to restart the center immediately?[Y/n]y

Current center is restarting...

center.https=no

Done.
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REFEARALZSIERFERUTHS:

cd /opt/apps/huorong/escenter/bin

sudo ./hrcenter config --set center.https=built-in

HRPOERER, FRXEA.

The configuration takes effect after the center restarts. Do you want to restart the center

immediately?[Y/n]

n 5epk, EXECE, FERPL

Y ENEE, ERPL

Current center is restarting... Done

center.https=built-in

M, RESF HTTPS ERERARSIERER K.

f[root@LocaLhost bin]# sudo ./hrcenter config --set center.https=built-in
Attention: Current center mode is main center

iThe configuration takes effect after the center restarts. Do you want to restart the center immediately?[Y/n]y

Current center is restarting...
Ecenter.https:buiLt-in
Certificate details
Issued To
Common Name(CN)
) Organization(0)
! Organizational Unit(0U)
Issued By
Common Name (CN)
Organization(0)
Organizational Unit{0U)
Validity Period
Issued On
Expires On
Fingerprints
SHA-256
SHA-1

changeme
Huorong Security
changeme

ess.huorong.cn
Huorong Security

changeme

Wednesday, May 27, 2020 at 10:39:46
Saturday, May 25, 2030 at 10:39:46

3a6d7h86d536ed76aa501f689320abaa894el1f291a58f8603d8647eceacT9030
124e43c3053e375f14albcbb933b6bdcdlleaTcc
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3.1.2.2.5 BMNEZEFRSEEFMBEE

BILAGERLA T Es<, SREY Linuix iR OB RN ESR SRR A INE AR B TUATS
cd /opt/apps/huorong/escenter/bin

sudo ./hrcenter config --get center.legacy-ciphers

ubuntu-s@ubuntu-s: /opt/apps/huorong/escenter/bin$ sudo ./hrcenter config --get center.legacy-ciplers

hrcenter: 'center.legacy-ciplers' is a invalid configuration. See 'hrcenter help config'.

BARFEIRE.

FREBRINZRSERAFEINGE, FEALUTGS:

cd /opt/apps/huorong/escenter/bin

sudo ./hrcenter config --set center.legacy-ciphers=true

=, BEEPORSFHEIF T ERINEFRSRIRAE AIN8E.
ubuntu-s@ubuntu-s:/opt/apps/huorong/escenter/bin$ sudo ./hrcenter config --set center.legacy-ciphers=true

The configuration takes effect after the center restarts. Do you want to restart the center immediately?[Y/nly
Current center is restarting... yDone.
center.legacy-ciphers=true

KABRINZRBERAFTZRE, FEAUATHS:

cd /opt/apps/huorong/escenter/bin

sudo ./hrcenter config --set center.legacy-ciphers=false

KABRINZERBS R AR ZNREREH T R,

The configuration takes effect after the center restarts. Do you want to restart the center
immediately?[Y/n]y

current center is restarting... Done.

center. legacy-ciphers=false
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<, BEFRIIXAENINERESRRAEAIIEE.

ubuntu-sQubuntu-s:/opt/apps/huorong/escenter/bin$ sudo ./hrcenter config --set center.legacy-ciphers=false

Modifying the configuration will result in endpoints installed on those legacy systems not coming online. Do you want to continue?[Y/nly
The configuration takes effect after the center restarts. Do you want to restart the center immediately?[Y/nly

Current center is restarting... Done.
center.legacy-ciphers=false

3.1.2.2.6 (EPER ER R D

IFENEERRER, FEETUTHS:
cd /opt/apps/huorong/escenter/bin

sudo ./hrcenter reset-root-password

IEMZRLR, B HEESIE, JEXHEM (https://lic.buy.huorong.cn/html/dist/index.html#/login)

SREVGEIE, EREIEAREHZG, M)

HEHEN

WindowshRiEBIPOEEEV2.0

FP02.0.15.0% Ll ERR )

ERPL

LinuxhziEH P EEav2.0

fRERMFHRTR

iR, (UEEP02.0.100RU LA TEH

=R T AR

L7 MERARIEFERFH
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[root@bogon Desktopl# cd /opt/apps/hucrong/escenter/bin
[root@bogon bin]# sudo ./hrcenter reset-root-password
Attention: Current center mode is main center

To ensure system security, when changing the super administrator password, you need to upload credentials. You can log in to
the Huorong official website (https://Lic.buy.huorong.cn/html/dist/index.html#/login) to obtain the credentials.

Input credential file:/root/Downloads/Authentication.dat
The configuration takes effect after the center restarts. Do you want to restart the center immediately?[Y/n]y

Current center is restarting... Done.
Password changed successfully! You can log in to the control center with a new password.

r “ s b

i BN 8-32 ARNEFERMF. FAAAMAGEETS, SEBAFEEKRE, SBEHENANERE
7o

3.1.2.2.7 EEHPOEHH

WEEEFHFOER, BT TS
cd /opt/apps/huorong/escenter/bin
hrcenter reset-center-key

<
ubuntu-s@ubuntu-s: /opt/apps/huorong/escenter/bin$ sudo ./hrcenter reset-center-key

If the central key is reset, the terminal and sub-center cannot go online. Do you want to continue?[Y/nly

Current center is restarting... Done.
Center Key : OTE30TgwQDY=

3.1.2.2.8 #iEiwO
SRENEREIRE, a<:
cd /opt/apps/huorong/escenter/bin
sudo ./hrcenter config --get port.deployment

hl, EREimCEIAZ 6080:

ubuntu-s@ubuntu-s:/opt/apps/huorong/escenter/bin$ sudo ./hrcenter config --get port.deployment

port.deployment=6080
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cd /opt/apps/huorong/escenter/bin
sudo ./hrcenter config --set port.deployment=6081
M, (EXERE IO 6081, EigHUmI.

ubuntu—s@ubuntu—s:/opt/apps/huorong/escenter/bin$ sudo ./hrcenter config --set port.deployment=6081

If the central key is reset, the terminal and sub-center cannot go online. Do you want to continue?[Y/nly

The configuration takes effect after the center restarts. Do you want to restart the center immediately?[Y/nly
Current center is restarting... Done.

port.deployment=6881

3.1.2.2.9 EMiEO

REINERIRO, S/
cd /opt/apps/huorong/escenter/bin
sudo ./hrcenter config --get port.management

M, EAERIROJ 8080,

ubuntu-s@Eubuntu-s:/opt/apps/huorong/escenter/bin$ sudo ./hrcenter config ——get port.management

port.management=8080 -

EREEIROMSE
cd /opt/apps/huorong/escenter/bin
sudo ./hrcenter config --set port.management=8888

T, EXNERIRO/ 8888, EEHLAI.

ubuntu-s@ubuntu-s:/opt/apps/huorong/escenter/bin$ sudo ./hrcenter config —--set port.management=8888

The configuration takes effect after the center restarts. Do you want to restart the center immediately?[Y/nly
Current center is restarting... Done.
port.management=8888

3.1.2.2.10 HuERERO

SRENEIRER IR, an<e

42 /91



KA BRIBIRAT

cd /opt/apps/huorong/escenter/bin
sudo ./hrcenter config --get port.database

A, BRAEERERC Y 3306,

ubuntu—s@ﬁbuntu—s:/opt/apps/huorong/escenter/bin$ sudo ./hrcenter config ——get port.database

port.database=3306

SBR[ 87 <P J:
cd /opt/apps/huorong/escenter/bin
sudo ./hrcenter config --set port.database=1521

T, (EEEERERDDS 1521, EEMI.

ubuntu-s@ubuntu-s:/opt/apps/huorong/escenter/bin$ sudo ./hrcenter config --set port.database=1521

The configuration takes effect after the center restarts. Do you want to restart the center immediately?[Y/nly
Current center is restarting... Done.
port.database=1521

3.1.2.2.11 HiEfEixOl
R PEfBim A, U
cd /opt/apps/huorong/escenter/bin

sudo ./hrcenter config --get port.remote-control.center

B, BRAROITIRR /9 5901,

ubuntu-s@ubuntu-s:/opt/apps/huorong/escenter/bin$ sudo ./hrcenter config --get port.remote-control.center

port.remote-control.center=5901
TR0, e
cd /opt/apps/huorong/escenter/bin

sudo ./hrcenter config --set port.remote-control.center=5000
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H, EXHOIZiEiROY9 5000, EBERI.

ubuntu-sQubuntu-s:/opt/apps/huorong/escenter/bin$ sudo ./hrcenter config ——set port.remote-control.center=5000

Attention: Current center mode is main center.

[The configuration takes effect after the center restarts. Do you want to restart the center immediately?[Y/nly
Current center is restarting... Done.
port.remote-control.center=5000

3.1.2.2.12 LimiziEmmin0

RN ERImInRimO, o
cd /opt/apps/huorong/escenter/bin
sudo ./hrcenter config --get port.remote-desktop.endpoint

B, BNARIRITIERERC /9 5500,

alchan@alchan-VMware-Virtual-Platform: fopt/apps/huorong/escenter/bin$ sudo ./hrc
enter config --get port.remote-desktop.endpoint

Attention: Current center mode is main center.
port.remote-desktop.endpoint=5500

ERRIRITIERERL, B

cd /opt/apps/huorong/escenter/bin

sudo ./hrcenter config --set port.remote-desktop.endpoint=8888

), AERERIRITIE R EIR /) 8888, EEAMILI,

alchan@alchan-VMware-Virtual-Platform: fopt/apps/huorong/escenter/bins sudo . /hrc
enter config --set port.remote-desktop.endpoint=8888

ttention: Current center mode is main center.

The configuration takes effect after the center restarts. Do you want to restart
the center immediately?[Y/n]ly
Current center is restarting... Done.
port.remote-desktop.endpoint=8888
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3.1.2.2.13 £&ixixiE CMD iz

SREVARIRITIZ CMD 80, &4
cd /opt/apps/huorong/escenter/bin
sudo ./hrcenter config --get port.remote-command.endpoint
M, BRIAZiminFE CMD im0/ 5902,
ialchan@alchan-VMware-Virtual-Platform: fopt/apps/huorong/escenter/bin$ sudo ./hrc
Eenter config --get port.remote-command.endpoint
Attention: Current center mode 1s maln center.
fport.remote—command.endpoint:SQBZ
IERIRIRITIE CMD 80, &7
cd /opt/apps/huorong/escenter/bin

sudo ./hrcenter config --set port.remote-command.endpoint=8888

M, (B EiminiE CMD x5 8888, EFAIN.

alchan@alchan-VMware-Virtual-Platform: fopt/apps/huorong/escenter/bin$ sudo . /hrc
enter config --set port.remote-command.endpoint=8888

Attention: Current center mode is main center.

The configuration takes effect after the center restarts. Do you want to restart
the center immediately?[Y/n]y

Current center is restarting... Done.

port.remote-command.endpoint=8888

3.1.2.2.14 BEERREBRWS I

BEEREERNKSZMRNGHSA:
cd /opt/apps/huorong/escenter/bin

sudo ./hrcenter config --get root.account
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[root@bogon Desktopl# cd /opt/apps/hucrong/escenter/bin
[root@bogon bin]# sudo ./hrcenter config --get root.account
ttention: Current center mode is main center.

root.account=admin

AFFEMAMERGER EER RIS R,

3.1.2.3 FEAPLEETEHR
B TESS19BE root RURSHTIERE, &LRIKFE root IKF, FIERSRIENN sudo SO

A root IKFZEREIREY root I REHEFHITERE.
3.1.2.3.1 FHRSE AL

ALER— &<, EEFAPOEMER:

cd /opt/apps/huorong/escenter/bin

sudo ./hrcenter config --get center.application
5l

[root@bogon bin]# sudo ./hrcenter config --get center.application

Attention: Current center mode is standby center.

Registration status=Under review
Registration time=2024-11-20 16:54:40

main-center.URL=https://192.168.5.24

main-center.port=6080

main-center.key=5NpsLhqKE48horAONOXU
EEFORIEMEBIE, FLALRALITHS:

cd /opt/apps/huorong/escenter/bin

sudo ./hrcenter config --set center.application

46 / 91



KA BRIBIRAT

Y //HEAER N //BUGHiE

B NEMERMAEROMIE, #FiRO. POBRETHRIREM, FHRRANEEERERAT

51

[root@bogon Desktop]# cd /opt/apps/huorong/escenter/bin
[root@bogon bin]# sudo ./hrcenter config --set center.application
Attention: Current center mode is standby center.

After successful registration, replacing the main center requires reinstallation. Are you sure to register?[Y/n]y

Input main center URL: https://192.168.5.24

Input main center deployment port[6080]: 6080

Input main center key: SNpsLhqKE48horAONOXU

Connecting main center... Done.

Submission is successful.

Current center is restarting... Done.

Please wait for the main center to review. You can use 'hrcenter config --get center.application' to view the registration s
tatus.

3.1.2.3.2 EEhUEE

AR TSRS, BEEIEmPONEERER.:
cd /opt/apps/huorong/escenter/bin
sudo ./hrcenter config --all

<51 :
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alchan@alchan-VMware-Virtual-Platform:~/S2 @E$ cd /opt/apps/huorong/escenter/bin
alchan@alchan-VMware-Virtual-Platform: fopt/apps/huorong/escenterfbins sudo ./hrc
enter config --all

Attention: Current center mode is standby center.

Unregistered. Please run 'hrcenter config --set center.application' registered.

center.url=
center.https=built-in
center.legacy-ciphers=true
port.deployment=6080
port.management=8080
port.remote-control.center=5901
port.remote-desktop.endpoint=5500
port.remote-command.endpoint=5902
port.database=3306

3.1.2.3.3 EERIGER O

BEEHPOMIHER, FTLUETIA TGS :
cd /opt/apps/huorong/escenter/bin

sudo ./hrcenter config --get center.url

hbuntu—s@ubuntu—s:Iopt/apps/hunrung/escenter/bin$ sudo ./hrcenter config --get center.url

Attention: Current center mode is standby center.

center.url=""

EROAfBIE A EER 1P,

REPOMAIAIEEER, ERLTSBS:

cd /opt/apps/huorong/escenter/bin

sudo ./hrcenter config --set center.url=www.domains-ess.cn
Y, ENEE, ERHO

n, ek, EXERE, AEBHFO

AZE www.domains-ess.cn I MEEIHZ.
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ubuntu-s@Eubuntu-s:/opt/apps/huorong/escenter/bin$ sudo ./hrcenter config —-set center.url=www.domains—ess.cn

The configuration takes effect after the center restarts. Do you want to restart the center immediately?[Y/nly
Current center is restarting... Done.
center.url="www.domains—ess.cn"

REFOHILAEER IP,

cd /opt/apps/huorong/escenter/bin

sudo ./hrcenter config --set center.url=

Ml
ubuntu-s@ubuntu-s: /opt/apps/huorong/escenter/bin$ sudo ./hrcenter config --set center.url=""

The configuration takes effect after the center restarts. Do you want to restart the center immediately?[Y/nly
Current center is restarting... Done.
center.url=""

3.1.2.3.4 EEPUERANPOIRSIAE

BILAERLA TS, FREX Linux R OEIEESERIR O IRSIRES
cd /opt/apps/huorong/escenter/bin

sudo ./hrcenter stat

[reot@localhost bin]# ./hrcenter stat
Huorong Endpoint Security System Center Tor Linux vZ.0
Version: v2.0.17.11

Attention: Current center mode is standby cente
Center Key: tllYQEmc6ChW4T1l7Dt98

Service : Running

3.1.2.3.5 EFRIEE HTTPS E12

BILAERLA T a3, SREX Linux hirg0 HTTPS iREER.:
cd /opt/apps/huorong/escenter/bin
sudo ./hrcenter config --get center.https
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[root@bogon bin]# sudo ./hrcenter config --get center.https
Attention: Current center mode is standby center
center.https=built-in
Certificate details
Issued To
Common Name (CN) changeme
Organization(0) Huorong Security
Organizational Unit(0U) changeme
Issued By
Common Name (CN) ess.huorong.cn
Organization(0) Huorong Security
Organizational Unit(0U) changeme
Validity Period
Issued On Wednesday, May 27, 2020 at 10:39:46
Expires On Saturday, May 25, 2030 at 10:39:46
Fingerprints
SHA-256 3a6dTbh86d536ed76aa501f689320abaaB94elf291a58f8603d864Teceac9030
SHA-1 = 124e43c3053e375f14albcbb933b6bdcdllealcc

EVATFTS https 1IRE, (FRAMIAZSIEH, IEFILEBIFMAER. KrREFERTEIERHERE
EXZEUER.

REFEFABENZEIUBN, BZFRREIERNEN "Efifing" 5 "EFNE" |, RIEARNES
IR LEXINASIER R R,

REFEABEXNZEIES,

cd /opt/apps/huorong/escenter/bin

sudo ./hrcenter config --set center.https=custom

FIRERNEREFZANEBNE, 1 MERRE. 2 HEZRE.

Please select the certificate standard.

1. international Using international standard encryption algorithms, default value
2. domestic Use the Chinese standard encryption algorithm

Enter your choice(l or 2)1

WA "1 5, BMREIERIVER "EfiE" | SERRIERBNIERRFABIETERZERL TGRS
Input certificate file:
Input key file:

B, BNIEBERRE.
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Please select the certificate standard.

1. international Using international standard encryption algorithms, default value
2. domestic Use the Chinese standard encryption algorithm

Enter your choice(l or 2)1

Input certificate file :/root/Desktop/server.crt

Input key file :/root/Desktop/server.key

WA "2" fa, IMREIERRES "EFNE | SERRIERBANEBRABIEREERIUA TGS

Input signature certificate file: [/ AT S A
Input signature private key file: /1352 RNV A
Input encryption certificate file: [/ INEEIE 5 SCA
Input encrypted private key file: /IR H A

B, EWANEFIEBIRARIRE,

Please select the certificate standard.

1. international Using international standard encryption algorithms, default value
2. domestic Use the Chinese standard encryption algorithm

Enter your choice(l or 2)2

Input signature certificate file :/root/Desktop/gmssl/server_enc.crt

Input signature private key file :/root/Desktop/gmssl/server_enc.key

Input encryption certificate file :/root/Desktop/gmssl/server_sign.crt

Input encryption private key file :/root/Desktop/gmssl/server_sign.key

ESIFR AR EERRARSERP L,

The configuration takes effect after the center restarts. Do you want to restart the center
immediately?[Y/n]

n Tk, EXEE, AEEHL

Y ENEE, ERHD

Current center is restarting... Done

[EI2 47089 https 98, RIEBREIFBER.

center.https=custom

Certificate standards =international
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Hl, ENERERIIAERFL, BRZIAFNEBFEMRER.

The configuration takes effect after the center restarts. Do you want to restart the center immediately?[Y/n]y
Current center is restarting... Done.

center.https=custom

Certificate standards=domestic

Certificate details

Issued To
Common Name (CN) Server enc
Organization(0) cc
Organizational Unit(0U) b}
Issued By
Common Name(CN) sub ca
Organization(0) cC
Organizational Unit(0U) DD
Validity Period
Issued On Tuesday, December 17, 2024 at 08:12:37
Expires On Friday, December 15, 2034 at 08:12:37
Fingerprints
SHA-256 100ac2982dbce32a2aea250fa542e83¢320a0837hb522762ab8T8f5¢c75a983de
SHA-1 c719a0df6e58f839b%bceT98119558b2101a844

IREASR HTTPS (£RLIT <

cd /opt/apps/huorong/escenter/bin

sudo ./hrcenter config --set center.https=no

HRPOERER, FRXEA.

The configuration takes effect after the center restarts. Do you want to restart the center
immediately?[Y/n]

n 5epk, EXECE, FRERPL

Y ENEE, ERPO

Current center is restarting... Done

center.https=no

T, REBEAREA HTTPS HEE5A.
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[root@bogon bin]# sudo ./hrcenter config --set center.https=no
Attention: Current center mode is standby center

The configuration takes effect after the center restarts. Do you want to restart the center immediately?[Y/nly
Current center is restarting... Done.
center . https=no

REFRIRALSIERFERUTBS:

cd /opt/apps/huorong/escenter/bin

sudo ./hrcenter config --set center.https=built-in

HRPOERER, FRXEA.

The configuration takes effect after the center restarts. Do you want to restart the center
immediately?[Y/n]

n 5epk, EXECE, FERFL

Y ENEE, ERHD

Current center is restarting... Done

center.https=built-in

3.1.2.3.6 BMEZEFREEEFMBEE

BILAGERLA T Es<, ZREY Linuix iR OB RN ZSFR SRR A INE EiAR B TUATS
cd /opt/apps/huorong/escenter/bin

sudo ./hrcenter config --get center.legacy-ciphers

uhuntu-s@ubuntu-s:/oBtléppskhunrong/escenter/bin$ suao ./hrcenter config --get Eenter.iegacy—ciphers

center.1egacy—ciphgrs=ﬁrue )
BARFRIRE.

FRETNINEFRSERAEEINRE, FEAUTHS:
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cd /opt/apps/huorong/escenter/bin
sudo ./hrcenter config --set center.legacy-ciphers=true

<, BEPOIRSFHRIIFIFEINE R AR A S ATIRE.

ubuntu-s@ubuntu-s:/opt/apps/huorong/escenter/bin$ sudo ./hrcenter config —-set center.legacy-ciphers=true

The configuration takes effect after the center restarts. Do you want to restart the center immediately?[Y/nly
Current center is restarting... Done.
center.legacy—-ciphers=true

KAOBRINERBERAZZDRE, HFERUTSHS:

cd /opt/apps/huorong/escenter/bin

sudo ./hrcenter config --set center.legacy-ciplers=false

KABRINEZRB R AT ZNREREH T R,

The configuration takes effect after the center restarts. Do you want to restart the center
immediately?[Y/n]y

current center is restarting... Done.

center. legacy-ciphers=false

T, BEFRIIRAENINERESRRAEAIIEE.

ubuntu—s@ﬂbuntu—s:Iopt/apps/huurong/escenter/bin$ sudo ./hrcenter config —-set center.legacy-ciphers=false

Modifying the configuration will result in endpoints installed on those legacy systems not coming online. Do you want to continue?[Y/nly
The configuration takes effect after the center restarts. Do you want to restart the center immediately?[Y/nly

Current center is restarting... Done.

center.legacy-ciphers=false

N SR SRS FIPORL SRSy SOCRSRraaeey (ot |

3.1.2.3.7 EERLESA

MFEEEHOENE, FESITUTHS:
cd /opt/apps/huorong/escenter/bin

hrcenter reset-center-key
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<51

ubuntu-s@Pubuntu-s:/opt/apps/huorong/escenter/bin$ sudo ./hrcenter reset-center—key

If the central key is reset, the terminal and sub-center cannot go online. Do you want to continue?[Y/nly
Current center is restarting... Done.
Center Key : OTE30TgwODY=

3.1.2.3.8 FEiKO

IRINERBIRA, A
cd /opt/apps/huorong/escenter/bin
sudo ./hrcenter config --get port.deployment

B, BRFimIEIAJ 6080,

ubuntu—;@ubuntufs:lgpt/épps{huorong/gscentgr/bin$ sudo ./hrcenter config --get port.deployment
port.deployment=6080

IEMERE RO <

cd /opt/apps/huorong/escenter/bin

sudo ./hrcenter config --set port.deployment=6081

—_— RYET) > \
G, (EXERBwRO9 6081, EREHLMI,
ubuntu-s@ubuntu-s:/opt/apps/huorong/escenter/bin$ sudo ./hrcenter config --set port.deployment=6081

If the central key is reset, the terminal and sub-center cannot go online. Do you want to continue?[Y/nly

The configuration takes effect after the center restarts. Do you want to restart the center immediately?[Y/nly
Current center is restarting... Done.
port.deployment=6081

3.1.2.3.9 EMiEO
RNERIRO, e
cd /opt/apps/huorong/escenter/bin
sudo ./hrcenter config --get port.management
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=~ EUAEIRIROZ 8080,

ubuntu—s@ubuntu—s:/upt/apps/huorong/escentgr/bin$ sudo ./hrcenter config —-get port.management
pprt.mangggment=8@§@
ENERROHSH:
cd /opt/apps/huorong/escenter/bin
sudo ./hrcenter config --set port.management=8888

~l, EXETRIROJ 8888, EFHFLEI.
ﬁbuntu—s@abuntu—s:lopt/apps/huorong/escenter/bin$ sudo ./hrcenter config —-set port.management=8888

The configuration takes effect after the center restarts. Do you want to restart the center immediately?[Y/nly
Current center is restarting... Done.
port.management=8888

3.1.2.3.10 #uEREIRO
REEERERD, o
cd /opt/apps/huorong/escenter/bin

sudo ./hrcenter config --get port.database

<, BRAEERERC Y 3306,

ubuntu-s@ubuntu-s:/opt/apps/huorong/escenter/bin$ sudo ./hrcenter config —-get port.database

port.database=3306

[l

IR ER RS/
cd /opt/apps/huorong/escenter/bin
sudo ./hrcenter config --set port.database=1521

<, (EEEEREROJS 1521, EEMI.
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ﬁbuntu-s@ubuntu—s:/opt/apps/huorong/escenter/bin$ sudo ./hrcenter config --set port.database=1521

The configuration takes effect after the center restarts. Do you want to restart the center immediately?[Y/nly
Current center is restarting... Done.
port.database=1521

3.1.2.3.11 HimizinOl
KA IR O, o
cd /opt/apps/huorong/escenter/bin

sudo ./hrcenter config --get port.remote-control.center

=, BIAROIRfEROJ 5901,
ubuntu-s@Pubuntu-s:/opt/apps/huorong/escenter/bin$ sudo ./hrcenter config —-get port.remote-control.center

port.remote-control.center=5901
B nERA, 98
cd /opt/apps/huorong/escenter/bin
sudo ./hrcenter config --set port.remote-control.center=5000

— ARt 2 = R Y1) kS S
<, ERFmEROJs 5000, BEEMM.
ubuntu-s@Pubuntu-s:/opt/apps/huorong/escenter/bin$ sudo ./hrcenter config —-set port.remote-control.center=5000

The configuration takes effect after the center restarts. Do you want to restart the center immediately?[Y/nly
Current center is restarting... yDone.
port.remote-control.center=5000

3.1.2.3.12 LimixiERmEinO
IRIN R imiAgim ], e
cd /opt/apps/huorong/escenter/bin
sudo ./hrcenter config --get port.remote-desktop.endpoint

M, ENARIRITIERE R/ 5500,
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alchan@alchan-VMware-Virtual-Platform: fopt/apps/huorong/escenterfbin$ sudo ./hrc
enter config --get port.remote-desktop.endpoint

Attention: Current center mode is standby center.

port.remote-desktop.endpoint=5500

ERERIRITEREIRO, W

cd /opt/apps/huorong/escenter/bin

sudo ./hrcenter config --set port.remote-desktop.endpoint=8888

™, (ERERIRITIERmEIRO 8888, EEAKIN.
alchan@alchan-VMware-Virtual-Platform: fopt/apps/huorong/escenter/bin$ sudo ./hrc
enter config --set port.remote-desktop.endpoint=8888
Attention: Current center mode is standby center.
The configuration takes effect after the center restarts. Do you want to restart
the center immediately?[Y/n]y

Current center is restarting... Done.
port.remote-desktop.endpoint=8888

3.1.2.3.13 LimiztE CMD iz

SRENRIRTAE CMD w0, &<

cd /opt/apps/huorong/escenter/bin

sudo ./hrcenter config --get port.remote-command.endpoint

M, BRIAZiminFE CMD i[9 5902,
alchan@alchan-VMware-Virtual-Platform: fopt/apps/huorongfescenter/bins sudo ./hrc
enter config --get port.remote-command.endpoint
Attention: Current center mode is standby center.
port.remote-command.endpoint=5982

IEK&RIRTIE CMD w0, @A
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cd /opt/apps/huorong/escenter/bin
sudo ./hrcenter config --set port.remote-command.endpoint=8888

I, IEREERIRITIE CMD R[4 8888, BB,

alchan@alchan-VMware-Virtual-Platform: fopt/apps/huorongfescenter/bin$ sudo ./hrc
enter config --set port.remote-command.endpoint=8888

Attention: Current center mode is standby center.

The configuration takes effect after the center restarts. Do you want to restart
the center immediately?[Y/n]y

Current center is restarting... Done.

port.remote-command.endpoint=8888

3.1.2.3.14 EEBREERIWSEIR

EEBEREERNIKSATRAImSH:
cd /opt/apps/huorong/escenter/bin
sudo ./hrcenter config --get root.account

[root@hogon bin]# sudo ./hrcenter config --get root.account
Attention: Current center mode is standby center

reot.account=admin

A FERETRPENEREERKS IR,

3.1.2.4 AR EETHR

BCET HapIIF R root IUPRBHITIRE, HARIMKF 7 root IKF, AJ7EAR<SRIEIN sudo ap<SF i
A root KFEZREFEEN root FUR/EHEHITIRE.
3.1.2.4.1 FGEAC

AILAER—T&a<, BEEERPONEMER:

cd /opt/apps/huorong/escenter/bin
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sudo ./hrcenter config --get center.application

51 :

[root@localhost bin]# sudo ./hrcenter config --get center.application
Attention: Current center mode is load center.

Registration status=Under review
Registration time=2024-11-20 17:13:48

main-center.URL=https://192.168.5.24
main-center.port=6080
main-center.key=SNpsLhqKE48horAONOXU

EEFRZEMEBE, LR TGS

cd /opt/apps/huorong/escenter/bin

sudo ./hrcenter config --set center.application
Y //FAERR

N //BGHER

FNEMERMAEROMIE, #BFBiRO. POBRETHAEREM, TG ENERERT

51 :

[root@localhost bin]# sudo ./hrcenter config --set center.application
Attention: Current center mode is load center

After successful registration, replacing the main center requires reinstallation. Are you sure to register?[Y/n]y

Input main center URL: https://192.168.5.24

Input main center deployment port[6080]: 6080

Input main center key: SNpsLhqKE48horAONOXU

Connecting main center... Done.

Submission is successful.

Current center is restarting... Done.

Please wait for the main center to review. You can use 'hrcenter config --get center.application' to view the registration s
tatus.
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3.1.2.4.2 BEPUEE

Linux iRizmIAily, BTLAERA root R, iEfTLA T &<
cd /opt/apps/huorong/escenter/bin

sudo ./hrcenter config --all
BEIRPONEERER.

5l

[root@localhost bin]# sudo ./hrcenter config --all
Attention: Current center mode is load center.

main-center.URL=https://192.168.5.24
main-center.port=6080
main-center.key=5SNpsLhqKE48horAONOXU

center.https=built-in
center. legacy-ciphers=true
port.deployment=6080
port.management=8080

3.1.2.4.3 EERIZE HTTPS €1

AILAERLA T a5, SREX Linux iz HTTPS iRE(EE.
cd /opt/apps/huorong/escenter/bin

sudo ./hrcenter config --get center.https
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[root@localhost bin]# sudo ./hrcenter config --get center.https
Attention: Current center mode is load center
center.https=built-in
Certificate details
Issued To
Common Name (CN) changeme
Organization(0) Huorong Security
Organizational Unit(0U) changeme
Issued By
Common Mame (CN) ess.huorong.cn
Organization(0) Huorong Security
Organizational Unit(oU) changeme
Validity Period
Issued On Wednesday, May 27, 2020 at 10:39:46
Expires On Saturday, May 25, 2030 at 10:39:46
Fingerprints
SHA-256 3a6d7b86d536ed76aa501f689320abaa894e1f291a58f8603d864TeceacT9030
SHA-1 _ 124e43c3053e375f14albcbb933bbbdcdlleaTcc

BOAFFS https IRE, ERFAZSIE, JEHILERHFMER.
EANREAERZ S BHNEAEENZEIUEB.
REFABEXNZEIERFERUIDIERRER, FRUTSHS:
cd /opt/apps/huorong/escenter/bin

sudo ./hrcenter config --set center.https=custom

<, BNIEBREZRAERE.

[root@localhost bin]# sudo ./hrcenter config --set center.https=custom

Attention: Current center mode is load center

Input certificate file:/root/Desktop/server.crt
Input key file:/root/Desktop/server.key
The configuration takes effect after the center restarts. Do you want to restart the center immediately?[¥/n]y

HRPOERER, TR,

The configuration takes effect after the center restarts. Do you want to restart the center
immediately?[Y/n]

n 5epk, 1EXECE, FERPL

Y ENEE, ERPL
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Current center is restarting... Done

center.https=custom

Hl, EXNERERIIAERSL, BRZIAFNEBFEMRER.

[root@localhost bin]# sudo ./hrcenter config --set center.https=custom
Attention: Current center mode is load center.

Input certificate file:/root/Desktop/server.crt
Input key file:/root/Desktop/server.key
The configuration takes effect after the center restarts. Do you want to restart the center immediately?[Y/n]y
Current center is restarting... Done.
center.https=custom
Certificate details
Issued To
Common Name(CN)
Organization(0) Internet Widgits Pty Ltd
Organizational Unit(0U)
Issued By
Common Name(CN)
Organization(0) Internet Widgits Pty Ltd
Organizational Unit(0U)
Validity Period

Issued On Tuesday, March 16, 2021 at 11:42:26
Expires On Wednesday, March 16, 2022 at 11:42:26
Fingerprints
SHA-256 4e9c17eb3ed026ch9926ebd6418b7c09051a2d9beThde3cb6c3blicdbafdldT5a8
SHA-1 aa310f210f863f1982a329c44d59d8c40eb5846a

BB HTTPS AU T®HS:
cd /opt/apps/huorong/escenter/bin
sudo ./hrcenter config --set center.https=no

HEPOREER, THEXEIA,

The configuration takes effect after the center restarts. Do you want to restart the center

immediately?[Y/n]
n ek, EXEE, FERHL
Y EXEE, ERPL
Current center is restarting... Done

center.https=no
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T, IREBEAREA HTTPS HEE5A.

[root@localhest bin]# sudo ./hrcenter config --set center.https=no
Attention: Current center mode is load center.

The configuration takes effect after the center restarts. Do you want to restart the center immediately?[Y/n]y
Current center is restarting... Done,
center . https=no

REFRARALSIERFERL TSRS

cd /opt/apps/huorong/escenter/bin

sudo ./hrcenter config --set center.https=built-in

HEPOREER, THEXIEIA,

The configuration takes effect after the center restarts. Do you want to restart the center
immediately?[Y/n]

n ek, EXEE, FERHL

Y ENEE, ERHD

Current center is restarting... Done

center.https=built-in

3.1.2.4.4 BAMEZERSEEFNBEE

AILAERLA T E<, SREX Linuix iR OB ISR SRR A INE S A STV :
cd /opt/apps/huorong/escenter/bin

sudo ./hrcenter config --get center.legacy-ciphers

ubuntu—s@ubuntu;s:/opt/apps/huorong/escenter/bin$ sudo ./hrcenter config —-get center.legacy-ciphers

center.legacy-ciphers=true
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BARFFERE.

FRENINEFRSERAE A, FERUTHS

cd /opt/apps/huorong/escenter/bin

sudo ./hrcenter config --set center.legacy-ciphers=true

<, BEFOIRS HRIIF I B INE SRS RR A S ATRE.

ubuntu—s@l:lbuhtu—s:/opt/apps/huorong/escenter/bin$ sudo ./hrcenter config --set center.legacy-ciplers=true

hrcenter: 'center.legacy-ciplers' is a invalid configuration. See 'hrcenter help config'.

KABINEZRBERAIFILINEE, FEALUT®HS

cd /opt/apps/huorong/escenter/bin

sudo ./hrcenter config --set center.legacy-ciphers=false

KABRINZERBS R AR ZNREREH T R,

The configuration takes effect after the center restarts. Do you want to restart the center
immediately?[Y/n]y

current center is restarting... Done.

center. legacy-ciphers=false

T, BEFRIIRAENINERESRRAEAIIEE.

ubuntu-s@ubuntu-s:/opt/apps/huorong/escenter/bin$ sudo ./hrcenter config --set center.legacy-ciphers=false

Modifying the configuration will result in endpoints installed on those legacy systems not coming online. Do you want to continue?[Y/nly
The configuration takes effect after the center restarts. Do you want to restart the center immediately?[Y/nly

Current center is restarting... Done.

center.legacy-ciphers=false

3.1.2.4.5 ZEiKO

RENERB WO, </
cd /opt/apps/huorong/escenter/bin
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sudo ./hrcenter config --get port.deployment

B, BBFimIEIAJ 6080,

ubuntu—?r,Cl.labu;ltu—.'s:/opt/apps(hgorong{?scehter/bin$ sudo ./hrcenter config ——get port.deployment
pgrt_.dep}oymerlt:é@&fe B
IEMERE RO <
cd /opt/apps/huorong/escenter/bin

sudo ./hrcenter config --set port.deployment=6081

M, (EXERE RO 6081, EEF O,

ubuntu-s@ubuntu-s: /fopt/apps/huorong/escenter/bin$ sudo ./hrcenter config ——set port.deployment=6081

If the central key is reset, the terminal and sub-center cannot go online. Do you want to continue?[Y/nly

The configuration takes effect after the center restarts. Do you want to restart the center immediately?[Y/nly
Current center is restarting... Done.

port.deployment=6081

3.1.2.4.6 ERiEO
RENEERO, LA
cd /opt/apps/huorong/escenter/bin

sudo ./hrcenter config --get port.management

B, EBAETRROS 8080,
hbuntu—;@uéuntu—s:/opt/apps/huurung/escenter/bin$ sudo ./hrcenter config —-—get port.management

Rl S e
ENERROMSH:
cd /opt/apps/huorong/escenter/bin
sudo ./hrcenter config --set port.management=8888

. EERRO 8888, EFHLEI.
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leuntu—s@[lbuntu—s:/opt/apps/huorong/escenter/bin$ sudo ./hrcenter config --set port.management=8888

The configuration takes effect after the center restarts. Do you want to restart the center immediately?[Y/nly
Current center is restarting... Done.
port.management=8888

3.1.2.5 RASENTR

PRSI TR apS19FE root SUPRIAITIR(E, EXRIKAJ93E root IKF, AIEARSRIENN sudo

anSFIRA root IKFEHRBIREY root tUREHEHITER(F.

3.1.2.5.1 BEHOIRE

EEEPILJ\\_/—%IU\I 'nérivjﬂ
cd /opt/apps/huorong/escenter/bin
sudo ./hrcenter stat

I_.I_TWU _LLTEPILI\EZK{I:IH_:\ ' % BU I:F“LI\IE l% 1TEFI

ubuntu-s@ubuntu-s: /opt/apps/huorong/escenter/bin$ sudo ./hrcenter stat
Huorong Endpoint Security System Center for Linux v2.8
Version: v2.8.14.8

Service : Running

SRIPOIRSELER, B309:

Service: stopped

Hﬁ% ?T%Elaeﬁ—_r, EU_T%EIEDE% .

Service : Error

Error code : 22
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3.1.2.5.2 S BAE

SHIFPORE, L7

cd /opt/apps/huorong/escenter/bin

sudo ./hrcenter log-export "Filename.zip”

iE: Filename AE4EXHETR, ARTLURETERITIRE.

M, BINSHEGENHAES "huorong.zip” BIFOHEE.

S sudo . /hrcenter log-export "huorong.zip"”

[sudo] password for frank:

Export to package...
Succeed.

SATSHRME, BRRTA:

Reading log data... Error

3.1.2.6 LRSS ER

RSN T RapS19FE root SUPRIAITIR(E, EXRIKAJ93E root IKF, AIEARSRIENN sudo

MEFHAN root IFIZETBIKER root HPREEIHTIRME,
3.1.2.6.1 BEhiRsS

BapfRSSan</:
cd /opt/apps/huorong/escenter/bin
sudo ./hrcenter control --start

[EENBRSS RH M :

$ sudo ./hrcenter control --start

Current center is starting...

=1 EBRSSRIMUERR 9
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Current center start failed.

3.1.2.6.2 {Z1LERSS

BILESHR:

cd /opt/apps/huorong/escenter/bin

sudo ./hrcenter control --stop

1= 1EBRSS AT -

S sudo ./hrcenter control --stop

[sudo] frank'ﬁﬁﬁﬁﬁﬂi

The terminal and sub-center cannot go online.Do you want to continue?[Y/n]y
Current center is stopping...

FIEBR S KM ERA R :

Current center stop failed.

3.1.2.6.3 ERRS

EERSHTH:
cd /opt/apps/huorong/escenter/bin
sudo ./hrcenter control --restart

BRIk A

1 $ sudo ./hrcenter control --restart
The operation takes effect after the center restarts. Do you want to restart the center immediately?[Y/n]y

Current center is restarting...

BEERS KR :

Current center restart failed.
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3.1.2.7 i ERGSITHEE

BT

cd /opt/apps/huorong/escenter/bin

sudo ./hrcenter help

ERUTHOEEERHSITER, NELEHERTS, FEEIEENTNGS, BRREEHIN
ARZFEAR,

T, BRPOmSTEE (BERSETAE) .

[root@bogon Desktopl# cd fopt/apps/huorong/escenter/bin
[root@bogon bin]# sudo ./hrcenter help

Huorong Endpoint Security Management System

Center Management Tools

Copyright (c) Huorong Corporation. ALL rights reserved.

Attention: Current center mode is main center
Usage: hrcenter [Options...] [CommandLine]
Options:

stat

Show the center status.

log-export <FileName>
Export the center log to a zip file.

reset-center-key
Reset center key.

reset-root-password
Change the super administrator password, but cannot change the password in the Center Management Tools if the authorization is not activated.

config [Options] <KeyName>=<Value=
Change the center config.

Options:
--all Show all config.
--set Set config value.

--get Get config value.

KeyName :
center.url

Huorong Endpoint Security Management System
Center Management Tools

Copyright (c¢) Huorong Corporation. All rights reserved.

70/ 91



KA BRIBIRAT

Attention: Current center mode is main center.
{£F8 hreenter+ I BZEHRITERFRISIT, EEPLO
Usage: hrcenter [Options...] [CommandLine]
Options:
Stat BEFOIRE
Show the center status.
log-export <FileName> SHHEE
Export the center log to a zip file.
reset-center-key EEFIEF5H
Reset center key.
reset-root-password  {EXGBREIRRERD
Change the super administrator password, but cannot change the password in the Center
Management Tools if the authorization is not activated.
config [Options] <KeyName>=<Value>
Change the center config ®REFLEE
Options:
--all  Show all config. BEEFBEE
--set  Set config value. REBEE
--get  Get config value. 3XENECEANE
KeyName:

center.url Atk
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Address of the access center. If empty, any IP of the current computer can be accessed.
Default is empty.
center.https HTTPS ix&

Set whether to use HTTPS to access the control center. Default value is built-in.

Value:
no You do not need to use HTTPS to access the control center.
built-in Use the certificate provided by Huorong when accessing the

control center.
custom Use the security certificates you uploaded to access the control
center.
center. center.legacy-ciphers BRINZRSRRAE X
If true, allows the use of legacy ciphers in SsL/TLS protocols for compatibility with legacy
systems . True by default.
standby-center &R
If true, the current center is a standby center for other center. False by default.
port.deployment ZREim
This port is used to connect endpoints and subcenters. Default value is 6080.
port.management &
This port is used for access center administration. Default value is 8080.
port.remote-control.center FuNTFRiH

This port is used to connect endpoints. Default value is 5901.
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port.remote-control.endpoint Z&imiTizinmC]
This port is used to connect endpoints. Default value is 5500.
port.database AHbEUEREIRO
This port is used for database access. Default value is 3306.
root.password H/OBREERRZT
Password of super administrator of the current center.
control [Options]
Control center service operation. ERF LIRSS
Options:
--start Start center service. SRR
--stop  Stop center service. FRKRS
--restart Restart center service. GRS
help [Options]

Show help information.

Options:
stat Show the stat command help information.
log-export Show the log-export command help information.
reset-center-key Show the reset-center-key command help information.

reset-root-password Show the reset-root-password command help information.

config Show the config command help information.
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control Show the control command help information.

3.1.2.8 fRiEi%EE

UTABALEBEXAZEEERS Linux iRPORTBEBEIRNERIER, MERRIPERERTRE
FIBEELIRRAEE, BRRREEEERASHIARDEIFR.
3.1.2.8.1 ZHRIEER

REHHIAER:

Creating /usr/huorong/bin/exxx... Error

NRmEERsR, FRAE O

The service cannot be started because port 8080 is occupied.

Input another port:

i IRSS SIS Eh R

Starting the service... Error

TERIMERER:

Installation has Failed!

RERAARFTE:

This version of Linux cannot be installed.

CPU ZRHARSZHS

The package does not support the CPU architecture of this device.

HETEARE EVFE 32GB:

Not enough disk space.At least greater than 32GB.
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Ee Y
Installation package damaged.

BRI R

Failed to fetch files.

BIEEARSS IR

Service creation Error.

IHEEER, FoANBR:

No access permissions.

XELHTEEERRACL R

Huorong Endpoint Security Management System already installed.

3.1.2.8.2 HIVASENT RESR

FNE TR IGERS

Service : Error

Error code : 22

FOEESHER:

Reading log data... Error

3.1.2.8.3 BeETRIREHEIR

BeENHFiEIA):
Failed to set configuration.
HTTPS ig&:

75/ 91



KA BRIBIRAT

ERHTRL:

The inputed certificate file does not exist.
BRI

The inputed key file does not exist.
TEUEBFINRY:

Failed to add the certificate.

Abnormal security certificate.

&SR % S

Port xxxx is occupied.

BFRAPORE:

FHOEBEIR:

The master center key is incorrect.
FErROBIEAR BT 9 Stz OB :

The address of the master center cannot be the address of the current center.
FEhOERAFOINEEREN:

The current center cannot serve as its own standby center.
BiREFOMRANSE:

The master center version is no match.

FToREEEFD:

Unable to connect to the master center.
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FhOeEasEAPL:

The master center already has a standby center.
3.1.2.8.4 [RSSEEHER

RS BRI :

Current center start failed.
ARSS 1= LESI -
Current center stop failed.
RSEERM:

Current center restart failed.

3.2 B2 EIREEE
KFZeBinSENRSHNEZTARRERTERP, BRERIFERSHANED FRARRE
BRABEIRE, KARERHEFX AR RTEEEBRFNITR, THTAFEEEREROTRNERE

SUREREERPOEENZ2RIBEMhIPRiRTEEAE, FESEdhORFER, EEkelE.

3.2.1 Windows &%

1) KRinAFBERERE

KBZEZRREMTEEBLNHAFR—EE, AFEREERKS, ARmRIPER, SHH—
THREHE, BHEETARERWRT, [RITANGALEIBRENRRSRS, RIT B ARG EESFOM
HE+ERE IO (fl: http(s)://127.0.0.1:6080, iteiitFNim 4B RS OMBIEFNERS IR O) HAEE

FREIRN R i<,
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V2.0.15.0 BERESH. ERER Q 1 & o ' admin v

i
EinEE

EREEN RS REENT RO EE SR ENR 2SS, & i A ARSI
BEER

B A—  SRAFEnTE

LU S s ST, RS ATUS SN SRR, SRAE T EEEA; SHEE, ALSH MRS R

https://192.168.5.24:5080 3 hitps://localhost:6080 = hitps://[feB0z45ce:2bf3:e840:bd6e]:6080

& macOS=26

TFEIEAT macOSEY

FEIRE : mac0S 1013

& LinuxEHlEZRES | 5 & LinugBSmsRe
TEHERT LS EREERANE R TEERATL S FERATEFR

SRS SorsUbuntu / SUSE / $5{SU0S / SRITTRIES / RRISTER / (REHER / RE2 / f6i% (Loongnix) SEAT T
L (Loongnix’

SRIERE K LA

AP EIZeRinTExEE, BIrNGRITRRIER, BFRRTlE, SESAECRRES

i, BPTBTETRES T IR 2%,
T EERREC THRFERHITRE, EER IE8 LIRSS B R EEFinaF i AERE
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EHFORIES.

LS | RELHE

IO 1P BiEiR. mOWNERN, FERREEBREFERSTHERY IP 5iE. inOttiER
JfEHRG 1P B, IwAfE, AUEHRR, SNFEEFMAESP O ERZ RO T4ER

%,

ke EimTE

IR

ERlRGdehl: bt ps:ff192.

BFE=l]: | 6080

MR 7 HTTPMERE: O
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TIRTThE, RERin=BMEREEH 0.

2) TEZEEHITRE

NRHAPTEERALN—BER%R, EERTHAA_PHRRE, BUERRLEN LHT

Tk, RREBRSHA—ER.

B LR SRS, R ad @) @ & @admin v

B Hi— SRAranEE
LU s h 22 o B St SR aE TSRS FASIRAR, SRAFETERREASR

https://localhost:6080

BRSRERE, TLIE FREETARSSEEER
hitps:// [feB0:45ce:2bf3:e840:bd6e]:6080

https://192.168.5.24:6080

0 AR FHEEGEEE
MEERAPTEEN THREE, SESULTHRITRSES, BUEERTE TR

& macOs==a | v

B2 Windowssege, | v2

TEEAT WindowsB{EERIEF R
ZHEES: Windows Server 2003 SP1REAEREA / Windows XP (SP3) / Windows Vista / Windows 7EEL

HEx

& LinuxEmkRzEs O LinudEssEsra

TEEAT LIRS RS ERROESR
TEE: CentOS / Ubuntu / SUSE / $S6EUOS / iR5FIESES / RinssBt / PRIETHE / (LE8t / B /

(Loongnix) EHTHE

inunEERRISIEESROE i
Sz Ubuntu / SUSE / SEEUCS / RIIREES / FRRILTIR / (8888 / IS / 287% (Loongnix) SEfT

T
=
HE

T A= HEBETE

KGR T ISR T BRI R R B T , IERERES, RE RIS R R TS

3) EEEBIEXNE
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KFZ e RimRtEEtE TRUHRAPNERAFRHITR—REHE, AR UETRImERETT N

METR, AEEERSS LHEFNSEERNER, AAXNRABRTAENRZESRE (SERHIX

=) .

BRSH, EhER Q 1 (o] 1_32 . admin v

B e sinmramas

LIRS h A S s S TN, BT EEMSTUSSHES ARAR, SRAFETYREHASIESTEE, TUBH M SRR

hitps://192.168.5.24:6080 = hitps://localhost:6080 = hitps://Tfe80:45ce:2bf3:2840:bd6e]:6080

G AR THERaTEE
AP TEEE THEE, RS THUTRES, EIEEMTE TSRS
5 Windowsz2%6g & macOS==E6

TEERTmacOSEE!
indows XP (SP3) / Windows Vista / Windows 7EEA ZH5hEAR : macOS 10.

A LnudRSHREEe

SE / $5fEUOS / IRFIREE / hrRalEs / PRI/

hlL

‘OS, RS / FPRIAIER / (UERRE / L / 55 (Loongnix) SEAT

B =

[ =#E= @ A= EpETR
HERHTHBESTELISHEER NIRRT REEsn, IEEEAES|, RETRNAREREES SFEIEETIERS

®

E: MRELLETPARE iR, REXFAZELRRIHEITUEEBEESRR, TRTHIEREER

BERE (BURSHE)  FEEEER.

3.2.2 Linux RSZBEIRBIRTE

Linux fRS3EShRinA L E A :

1) BE TERE FTHFENEERE, BRRECHIIFRELREIRA Linux REH,
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B oL EERS

A LinuxfRES28hR

SRS / cRimE / eRALTIE / (REE / RE / 255 (Loongnix) SE1TRR

6080 sh - *$(wget —no-check-certificate -q -O - https://192.168.53.75:6080/deploy/linux-inst-server-20.5h)"

sudo HRADDR=https://192.168:53.75:6080 sh - *$(wget -—no-check-certificate —secure-protocol=SSLy3 -q -O - httpsi//192.168.53.75:6080/deploy/linux-inst-server-20.sh)*

RERIEAR AR

ZIERORBITIA TG
chmod 0755 installer\(http_127.0.0.1 6080\).sh ‘5% %EEENIR

Jinstaller\(http 127.0.0.1 6080\).sh PITLER

E TEREFFERANZEEFHERT.

installer\(http_127.0.0.1_6080\).sh 2%%&%8%, LEBHEF—HITFERNAF THNTRES,
B" ()" a2 UgmnE &\ BNETsREAEIR, HUTRRIIEHREHIN please input huorong center
domain[:port]fs, RN EFIF OB SERB RO THEHIT, 7B 192.168.83.27:6080

2) EFBELREZIRAT Linux RFEFEEHITHS, TREDSEHENRRE N,

HEET RS [HTTPS EF] A [BUAREIEFR] 5 [HitEiER] B, AIERUTHSZ—#T
T

sudo HRADDR=https://127.0.0.1:6080 sh -c "$(curl -s -k https://127.0.0.1:6080/deploy/linux-i
nst-server-20.sh)"

&
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sudo HRADDR=https://127.0.0.1:6080 sh -c "$(curl -s -k --sslv3 https://127.0.0.1:6080/deplo
y/linux-inst-server-20.sh)"

a5

sudo HRADDR=https://127.0.0.1:6080 sh -c "$(wget --no-check-certificate -q -O - https://12
7.0.0.1:6080/deploy/linux-inst-server-20.sh)"

%

sudo HRADDR=https://127.0.0.1:6080 sh -c "$(wget --no-check-certificate --secure-protocol
=SSLv3 -q -O - https://127.0.0.1:6080/deploy/linux-inst-server-20.sh)"

HECET R [HTTPS EE] A (FERZEIER] B, JHUTIUA TGS TRE:

sudo HRADDR=http://127.0.0.1:6080 sh -c "$(curl -s -k http://127.0.0.1:6080/deploy/linux-in
st-server-20.sh)"

o

sudo HRADDR=http://127.0.0.1:6080 sh -c "$(wget --no-check-certificate -q -O - http://127.
0.0.1:6080/deploy/linux-inst-server-20.sh)"

(85 < FRAYHEUE R i TR EE R0 P ERRE Fe A= O EAN R in R E im )

FREEN: TEFEE root IR

3.2.3 Linux REIREIHRELE

Linux REMZEGERMLZESD:

1) BT TERETERNGERE, LR EHAIFERRRIRAT Linux REH,
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B wget LKA .

—fe]) -
5://192.168.53.75:6080 sh ¢ *${curl -5 -k https://192.168.53.75:6080/deploy/linux-i )

$curl -5 -k —sslv3 https://192.168.53.75:6080/deplo; p-20:h)*

sh - *$(wget —no-check-certificate -q -0 - https://192.168.53.75:6080/deploylinux-inst-desktop-20.sh)*

&
HRADDR=https://192.168.53.75:6080 sh ¢ "$(wget —-no-check-certificate -—secure-protocol=SSLv3 -q -O - httpsy//192.168.53.75:6080/deploy/linux-inst-desktop-20.sh)"

ZIEEORFUTIAT &<
chmod 0755 installer\(http_127.0.0.1 6080\).sh ‘5% %EEENIR

Jinstaller\(http 127.0.0.1 6080\).sh PITLER

T ITRREFFEANGEEFHNERT.

installer(http_127.0.0.1_6080).sh E&&xE8, TEEFEFA—HNBEIL AR THNZEESR 8

.

() " BIEERBUBINEL XA "\ BUETERIEAEIR, PUTZEEIFEPELIL please input huorong center
domain[:port]fs, RN EFIF OB SERB RO THEHIT, 7B 192.168.83.27:6080
2) AEFBELELRA Linux REFEERITHS, FTREGSBRHEMNRREIR.
HEET RS [HTTPS EF] A [BUAREIEFR] 5 [HitEiER] B, AIERUTHSZ—#T
T
sudo HRADDR=https://127.0.0.1:6080 sh -c "$(curl -s -k https://127.0.0.1:6080/deploy/linux-i
nst-server-20.sh)"

&

84 /91



KA BRIBIRAT

sudo HRADDR=https://127.0.0.1:6080 sh -c "$(curl -s -k --sslv3 https://127.0.0.1:6080/deplo
y/linux-inst-server-20.sh)"

a5

sudo HRADDR=https://127.0.0.1:6080 sh -c "$(wget --no-check-certificate -q -O - https://12
7.0.0.1:6080/deploy/linux-inst-server-20.sh)"

19

sudo HRADDR=https://127.0.0.1:6080 sh -c "$(wget --no-check-certificate --secure-protocol
=SSLv3 -q -O - https://127.0.0.1:6080/deploy/linux-inst-server-20.sh)"

LEETERY [HTTPS BE] A (FERREIET] i, JHITU TSROz —#HiTR%:

sudo HRADDR=http://127.0.0.1:6080 sh -c "$(curl -s -k http://127.0.0.1:6080/deploy/linux-in
st-server-20.sh)"

B

sudo HRADDR=http://127.0.0.1:6080 sh -c "$(wget --no-check-certificate -q -O - http://127.
0.0.1:6080/deploy/linux-inst-server-20.sh)"

(85 < FRAYHEUE R i TR EE R0 P ERRE Fe A= O EAN R in R E im )

FREEN: TEFEE root IR

3.2.4 macOS BipTe

FAFE S iEH P O RiREBE TR =75 0REY macOS KiRiRAZRER, FMEBES U 3.2.1Windows
MR PHILREIREE R, AP B THFZREEREIFERERRAY macOS REtH, BinNEE

HJHRITRERER, EFRRThE, SEREERESN, BRTBTIETRES IR 2%,
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FEEIN: RS macOS 10.13 BLAE

3245 CPU: Intel, Apple
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BT HEKAEZREEEERR

KL e EERGURHEIRINE, BPRERERTHE.

4.1 =l EEE

4.1.1 Windows fRiz$IRuC EDE:

REBPIOXEECE !
EHEIBOAABhaE, RRTWERFNAE, HEITNRART REPOXREEE" &, B
RZIREHFON, EHIPOEEHNEREREE, BIFNT:
EDE RO RS iR A AR SR R =m0 L2
EERIRORMEZAY PR PO LSS T == h 0 £ 5
EETENFORNRERE (WO, XEFHRER. POEH. BREBRRERD)
1) ##EFE—
® A Windows ZHIEMR, & "iRI0/MBRER"
® HIFHEREXFRRZEEERS, A "HH/EX
o EHIHEFGS ST AR T EERITEIH
2) EEITE—
® i Windows By [FHR] K& --> [EF] --> [KeBnweEERE] --> [EEH
KPEmTeEERE]

o EHIHEFGS ST AR T EERITEIH

87 /91



KA BRIBIRAT

W JGsinnesEEs

LB ARIRTEEERR?

EEROZERS (7)

4.1.2 Linux Rzl EnE

FAFAE Linux iR K iz 2 EER SR ORKER T, B THEEFRIMASH,
BR—RREEA: /opt/apps/huorong/escenter

& sudo ./un.huorong iZ{7/g,

HILATETRRE, FRPEXEA:

Huorong Endpoint Security Management System

Uninstaller

Copyright (c) Huorong Corporation. All rights reserved.

If the center is uninstalled, terminals and sub-centers cannot go online. Do you want to

continue?[Y/n]
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BT

[root@bogon Desktopl# cd fopt/apps/huorong/escenter
[root@bogon escenter]# ./un.huorong

Huorong Endpoint Security Management System

Copyright (c) Huorong Corporation. ALL rights reserved.

Attention: Current center mode is main center.
If the center is uninstalled, terminals cannot go enline. Do you want to continue?[Y/n]y
N EHENR,
Y HAEIE, TR TEHEER
FHAEEE, ERUTARE
Current center is stopping... Done
Remove files... Done

Uninstall is completed!

EPEZERkA:

[root@begon Desktop]# cd /opt/apps/huorong/escenter
[root@bogon escenter]# ./un.huorong

Huoreng Endpoint Security Management System

Copyright (c) Huorong Corporation. ALL rights reserved.

Attention: Current center mode is main center.

If the center is uninstalled, terminals cannot go online. Do you want to continue?[Y/n]y
Current center is stopping... Done

Remove serwvice... Done

Remove files... Done

Uninstall is compLeted!_

X EEEE root IR,
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4.2 TLRimEEL
4.2.1 Windows 22 EE;

KA L SLHIREHERERINE, AP ALLEREBHHENE, FEERATFNESRRERE
SR NENEEETE A R LA TEDEUIRAE.
1) #EETTE—
® A Windows Z=HIE#R, & "HRIN/MIRER"
o RIHESEENALLEIR, AR "HH/ER
o MAZFIREEEN, BF [FE]
o HHEFES|SETRKNARLLIHEE,
2) EEEIEZ
® it Windows B9 [FHR] 38 --> [BF] --> [FRe&k] --> [HEXgHRe
i1
o WMAEZFIRIEEN, BF [FE]

o EIHIEFIGS ST K AT S RIREIE

4.2.2 Linux IRSSERhREZIRENE;

FBFaE@EEH#11T “sudo /usr/local/huorong/un.huorong” &<, Fehk Linux KF5IRSSEELRIRENE.

4.2.3 Linux SHEKRZBIHENE;

FBFAE@E S H#1T “sudo dpkg -r cn.huorong.esm "854, FEpk Linux KEE R ERERIHENE.
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4.2.4 macOS LiREE

FBFPal#EN/Library/Application Support/Huorong/EsEndpoint/Applications BR T, =i

HipsUninstall.app, ETHEHEHER, SSHREE.
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