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R ISR RS AR BRI, HRTINER, BB TaXKIMGEREX, FHE%—
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7. Web 138

SENREFSMubikSERE TIETE, Web I3EINsESRNMSIRS s ERIETE, FARAEIEE

PRIEEAERIET.

HiEEL

[0 e
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1. R&EE

RGNEINEERIE X ARMNZ 2 INERE, SRS ERAR RF I RERFUREFENRE
XUB.

ALABTRINB M ERNA S, ARLEFMARFNERNE, B THE, P OFER
TFEImAINE RN, BRI LURIIBEEXERN, BN, F—ERATOEERFINNENEER
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2. NANNE

Rz AR DNEIDRE RIS M A BH s NSRRI TIT MRS, BrX AR BB FI A,
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3.2.3 POLEBA1E
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2. TEREBIERIF
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TEEERS.

3. XHNREAET

MINE =N SE RNV SRS PR R S TRRERDB, B X LEiEe &ML LE
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EFREHIFENRNSERINEIES FEREE mEEHIANE, Bl PinXLHiEa EmLiEni
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7. ITFEERBIF
FREZREEMELAEIEERITH, AEFEAERETINBRE, LINIEE IP HTEER.
8. TEM=&L

BIBENEMIAIEHER, HRZEIEEEXBEAING,, KEAG =R R R H IR,
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o EMES
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KRS ERIRMET IP i EiGEREE]. HEYNARRFRITENEILE., REEHEINENEES
50T EE,
3.3.1 IP tpsgzsl

£ IP thi EizhlERa s, HisiT/, FEHYXEITHMMNCRES. FRPNEERRFHNE
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BRISHIRRESSHLEESNEEREER, /& UFMAN] =TRmnEn, mhAgislE

EEMN, AT TIRIEEMmERER(E.

3.3.2 1P BEEE

SRIRBARZILRY IP KA, AFRLGRINXL IP NN IP BE 8, LIREIEXE IP A9iE.
AFASHARRESNHEEESNGERER, ~& (RINAN] "RFRmsEan, EhZansls

EEMN, AT TIRIEEMIFRERIE.
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3.3.3 BxMogiz=tl

LRAFFEEELFERERRN, SEREBTERBRTAEEREREMAS, SrRLUEIE B HTH
RERIF I E =B INEFRYEANT T, ZINRERNAARER, FERSS8ESERHTEAMES, BXMI=HIER
SEHRERER, ENCREFERERESHBIINE. APEAFHNEEXYNMAN, BaiiTadE XS
RZAZFFRYBRRY T,

1. FNISMERFERR

R EEERE SR IFRN Z S MR FFRIBRRIENE.

2. BmTIRE

RREREE MR THEE.
3. BXMIFHIRL

FRPAFNARN, tHaIEEMNH TR,
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3.3.4 PUSAFHEH
FAF BB REI i A S RuLAT, AR INMLAE TR AR, SR http/https M AIRILE,
RAFRE (RIH=ERIE] sRFIRN, eI EEMNEH TmEFIMER.
MutiEHlZ ERNEMES MRS RNAEE, WALRESS, WNRIRETLHEBRFMIE, B8
HMORIIERTLAEESIR); HEMARERET, HAEmAFNAEhRE RPN, FRIMINIETIES
I8
GE: LAkGEAG, BEEaEXMNFIRE T https://www.huorong.cn B, =8 —RIFHEH
"huorong.cn” FHEA "www" SELFEHZAIMLL; MAUFIEER https://huorong.cn B, K=ZE—

im42 59 "huorong.cn” RUFTERILL)
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3.3.5 EFRITES
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3.3.6 i&EH
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ARREREEHE, KnsBaRlESmSERAEE, IREEISRREFERTNA, SR
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3.6.7 BAEME

KR eRIRRERNEERRK AL, EEREPORETAEERRKASIE, RE&imH
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FNE NGRIERELEERESA-Linux IR
EShREEi

FFEIE TUl REHPEEX AL RInEERNKMER, KRG SITRIERSE, BXEEI, ANt

fTHEESR, EULNREXNXAHITRESMIREE, SFEERRARESIEmAT.

4.1 EFEWEE

TR R Imiz=H SHEER, Hiz1Ta8< hrconsole --help

T
rootQ@ubuntu-s:/usr/local/huorong/bin# ./hrconsole —-help
hrconsole ——help
Huorong Endpoint Security Management System Client for Linux Server
Console

Copyright (c) Huorong Corporation. All rights reserved.

Usage: hrconsole [-h | ——help]
<command> [<args>]

These are common hrconsole commands:

stat Endpoint status.
scan Create scan task.
——full
Runs a full scan checks all files on you PC for threats.
——quick

Runs a quick scan checks your PC for threat activity in its

processes, critical files, and other susceptible areas.
<path>

Checks <path> files for threats.

——help
Show this message.

ZRB R T XA ERIRAIMRBER, LRINMTEE SRS AR e imEs.
BEERREFHSEEX ARG ERYER, &7 hrconfig --help, BIEREXBEIER.

NI
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root@ubuntu-s:/usr/local/huorong/bin# ./hrconfig --help

hrconfig

Huorong Endpoint Security Management System Client for Linux Server
Configuration Management Tools

Copyright (c) Huorong Corporation. All rights reserved.

! Usage: hrconfig [Options...] <KeyName>=<Value>

Options:
——all Show all config.
—-set Set config value.
—-get Get config value.
KeyName:

server.address=<URL>
Server address.

server.policy-sync=<true|false>
Default value is true. If true, the endpoint automatically synchronizes policy.

update.automatic=<true|false>
Default value is true. If true, the endpoint is automatically upgraded.

update.database-only=<true|false>
Default value is false. If true, update only the malware definitions.

scan.auto-clean=<true|false>
Default value is false. If true, automatically clean malware when it is detected.

scan.quarantine=<true|false>
Default value is true. If true, quarantine malware before clean it.

scan.unzip=<true|false>
Default value is true. If true, the full scan detects the files in the compressed package.

scan.unzip-limit=<size>
Unzipped file limit for full-scan.The limit size in megabytes. Files that exceed the limit size will not be scanned.

<size> default value is 20, maximum value is 9999 and minimum value is 20.

scan.network-drive=<true|false>
Default value is false. If true, network drives are scanned during a full scan.

scan.exclude-file-extensions=<file extensions>
Default value is empty. No scan specified file extensions.For example, input ".gz;jpg" to exclude ".gz" and ".jpg" files.

filemon.enabled=<true|false>
Default value is true. If false, realtime file monitoring will not be available for monitoring the specified file path.

filemon.auto-clean=<true|false>

4.2 SEREZIRRE
BEEUMRIHEITIRGS, EEMAHS hrconsole stat, 3 ctrl+c IBHEERT.
NSERPETRN AT ELIRAINRIRE, Z&inEEREH P O RIERIRS, KinhRAMER,
RImEIR. RigSE. KiRHY IP #bhbR MAC HbtE, DAREIRSIFRIBESRES.

TN
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Huorong Endpoint Security Management System Client for Linux Server
Console
Copyright (c) Huorong Corporation. All rights reserved.

Server : https://192.168.6.236:6080/
Connection Status : Connect

Version : 2.0.11.0

Definition : 2024-07-17 ©2:05
Client Name : ubuntu-s

Group Name : X % &Ik

IP : 192.168.6.173

MAC : @@-1C-42-E8-9B-DA
Policy-Sync : Yes

4.3 ZEFMEEES

A ARRIEESS, B!

£/BEFR: hrconsole scan --full

HRIREZR: hrconsole scan --quick

BHENEZ: hrconsole scan /usr/bin

AESRE, EREARERE, SRERE, EREEINER, AEIEPER ctrl+q, BRLIE
i, ERCHENSRAVEHER, £/ enter BRILIERS P IESIKEH.

TRER, AREEZRIIH:

HRESERESRINENSERIMESER, SHERIRESIHE.
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Huorong Endpoint Security Management System Client for Linux Server
Console
Copyright (c) Huorong Corporation. All rights reserved.

Server : https://192.168.6.236:6080/
Connection Status : Connect

| Version : 2.€.11.9

Definition : 2824-87-17 02:05
Client Name : ubuntu-s

Group Name : 3K % H £ iF

IP : 192.168.6.173

MAC : @0-1C-42-E8-9B-DA
Policy-Sync : Yes

Scan Task
Task Type : Full Scan
Task Creator : Local User
Scan Mode : Regular-Speed
Press F2 change scan mode.
Start Time : 2024/07/22 00:27:28
Task Status : Scanning
Scan Path : /usr/lib/snapd/snap-repair
[

Press Ctrl+g to end the task. Press Enter to pause or resume the task.

HsERE, ERIERIER, A ctrl+c RERBESHNEERS.

Huorong Endpoint Security Management System Client for Linux Server
Console
Copyright (c) Huorong Corporation. All rights reserved.

Server : https://192.168.6.236:60880/
Connection Status : Connect

Version : 2.0.11.0

Definition : 2024-67-17 02:05
Client Name : ubuntu-s

Group Name : K% 4B £ iF

IP : 192.168.6.173

MAC : @8-1C-42-E8-9B-DA
Policy-Sync : Yes

Scan Task
Task Type : Full Scan

Task Creator : Local User

Start Time : 2024/@7/22 00:27:28
Task Status : Completed

Duration : 00:03:29

Object(s) : 35585

File(s) : 30376

Threat(s) : @

Cleaned : @

4.4 EEEZIRECE

IEEELRIRIRFTEERER, ®9%: hrconfig -all

NI
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root@ubuntu-s:/usr/local/huorong/bin# ./hrconfig —-all
server.address="https://192.168.6.236:6080/"
server.policy-sync=true

update.automatic=true
update.database-only=false

scan.auto-clean=false
scan.quarantine=true
scan.unzip=true
scan.unzip-limit=20
scan.network-drive=false
scan.exclude-file-extensions=""

filemon.enabled=true
filemon.auto-clean=false
filemon.quarantine=true
filemon.scan-mode=w, x
filemon.skip-path=false

filemon.conf-skip-path:

log.retention-time=3@
MFEEERENREIEE, FEERZEERIGS.
LIRER ROt B o451 :
{ERA®<: hrconfig --get serveraddress

TN

llroot@ubuntu-s:/usr/local/huorong/bin# ./hrconfig ——get server.address
server.address="https://192.168.6.236:60680/"

RINEMIRE, o

SREVRRREARE . hrconfig --get server.policy-sync
REXNBsIARIRE : hrconfig --get update.automatic

RN EFTmEsEEIRE . hrconfig --get update.database-only
SRE R ISRt EENEIEE . hreconfig --get scan.auto-clean
SREEPRBIFRE IR E : hrconfig --get scan.quarantine
SRE I ELE SRS E . hrconfig --get scan.unzip
SRENESE SR /INREEE : hreonfig --get scan.unzip-limit

SR RLRIRENSEIEE . hrconfig --get scan.network-drvie
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SRENAI T BB XMHEE . hreconfig --get scan.exclude-file-extensions

SRENSZ4SCRT WA . hreonfig --get filemon.enabled

SRENSZ {4 SOR et - RIS AR E . hreconfig --get filemon.auto-clean

SRESC (SR et - iR =TI E . hrconfig --get filemon.quarantine

SRESC A SORT et -1 3ERd#IRE . hrconfig --get filemon.scan-mode

SREN S SERT IS 12 - ARSI IR RIRE . hreonfig --get filemon.skip-path

SRENSZ {4 S0RT WS 12 - RIS SIS RMNIIRE . hreonfig --get filemon.conf-skip-path

SREN A E(REBRENRE . hrconfig --get log.retention-time

4.5 {ZPeECELR

NEEHFEIEE, < hrconfig --set update.automatic(Bc&+R)=true/false

IMERR T EF WA Lin SHORRIRELY, NWERNTMER:

You can modify the automatic synchronization policy only after it is disabled. Do you want to
continue?[y/n]

y, BRMEN, FERERISECEIZHT false K.

n, BGEIEMECE.

LUEKIBEhAHRIRE G, FES hrconfig --set update.automatic=true

root@frank-virtual-machine: fusr/local/huorong/bin# ./hrconfig --set update.automatic=true

update.automatic=true

4.5.1 (SOt
hrconfig --set serveraddress="https://192.168.2.200:6080"

/1 (&R
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Change configuration successed.
server.address="https://192.168.2.200:6080"

/] EBRM, BCENMHRIEEIR

Change configuration failed. Access error!
BINTCRAAI O L

hrconfig --set serveraddress="xxx"

/] BNFROHIE TG RIS

The entered server address cannot be connected.Do you want to continue?[Y/n]
/] n BFERECE

/Y BEAEHMFERE, serveraddress iEEH false
Change configuration successed.

server.address="xxx"

4.5.2 (EERIBRZEE
hrconfig --set server.policy-sync=false
/1 BTN
Change configuration successed.
server.policy-sync=false
/] BB, BeESHHIaEIR
Change configuration failed. Access error!
/] BB, BCEEBABIR,

Change configuration failed. Invalid value!
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server.policy-sync=<truelfalse>

Default value is true. If true, the endpoint automatically synchronizes policy.

4.5.3 (ENEMAFKEE
hrconfig --set update.automatic=false
/] AE2RTD
Change configuration successed.
update.automatic=false
/] EBRM, BCENMRIEEIR
Change configuration failed. Access error!
/] BRI, EEEERMAEIR, MNEARA "true” BiFE "false’.
Change configuration failed. Invalid value!
update.automatic=<true|false>

Default value is true. If true, the endpoint is automatically upgraded.

4.5.4 (ENEHESELE
hrconfig --set update.database-only=true
/] ERRLN
Change configuration successed.

update.database-only=true

/] BRI, BeEMHHRIAEIR

Change configuration failed. Access error!
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/] EBKRY, BEEEBAEBR, BMNEARN "true” BiFE "false”,
Change configuration failed. Invalid value!
update.database-only=<truelfalse>

Default value is false. If true, update only the malware definitions.

4.5.5 EREMmEsHBMEREE
hrconfig --set scan.auto-clean=false
/1 BTN
Change configuration successed.
scan.auto-clean=false
/] BB, BeESHpIaEIR
Change configuration failed. Access error!
/] BB, BCEEBAER
Change configuration failed. Invalid value!

scan.auto-clean=<truelfalse>

Default value is false. If true, automatically clean malware when it is detected.

4.5.6 (EXAIRRIRENXSE
hrconfig --set scan.quarantine=false
/] AE2RTN
Change configuration successed.

scan.quarantine=false
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/] EBRM, BCENMRIEEIR

Change configuration failed. Access error!
/] EBKRY, BECEEBAER

Change configuration failed. Invalid value!
scan.quarantine=<true|false>

Default value is true. If true, quarantine malware before clean it.

4.5.7 {EpIEEEIRHSE
hrconfig --set scan.unzip=false
/] 1EBURRIN
Change configuration successed.

scan.unzip=false

/] BB, BeESXHpIaEIR

Change configuration failed. Access error!
/] EBKY, BECEEBAER

Change configuration failed. Invalid value!
scan.unzip=<truelfalse>

Default value is true. If true, the full scan detects the files in the compressed package.

4.5.8 {EeEGESUFE KR IMRHISE
hrconfig --set scan.unzip-limit=100

/1 (&R
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Change configuration successed.

scan.unzip-limit=100

/] EBRM, BCENMHRIEEIR

Change configuration failed. Access error!

/] BB, BcEEBAER

Change configuration failed. Invalid value!

scan.unzip-limit=<size>

Unzipped file limit for full-scan.The limit size in megabytes. Files that exceed the limit size will
not be scanned.

<size> default value is 20, maximum value is 9999 and minimum value is 20.

4.5.9 {ZeAmMLEIREN=ER &

hrconfig --set scan.network-drvie=true

/1 BTN

Change configuration successed.
scan.network-drvie=true

/] BB, BeESHpIaEIR

Change configuration failed. Access error!
/] BB, BCEEBAER

Change configuration failed. Invalid value!
scan.network-drvie=<truelfalse>

Default value is false. If true, network drives are scanned during a full scan.
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4.5.10 (EXAAET BaX{Hthaes

hrconfig --set scan.exclude-file-extensions=".gz;.jpg"
/1 BTN

Change configuration successed.
scan.exclude-file-extensions=".gz;.jpg"

/] BB, BeESHpIaEIR

Change configuration failed. Access error!

4.5.171 {EBC LRI ISIEINRERTS

hrconfig --set filemon.enabled=false

/NEBRRE

You can modify the automatic synchronization policy only after it is disabled. Do you want to
continue?[Y/n]y

Change configuration successed.

filemon.enabled=false
/MERKN, BeESFRInEIR

Change configuration failed.

/MEBRY, BCEEBAER

Change configuration failed. Invalid value!
filemon.enabled=<true [false>

Default value is true. If false, realtime file monitoring will not be available for

211/ 264



KA BRIBIRAT

monitoring the specified file path.

4.5.12 (ERFSERT IS - RIS RS B
hrconfig --set filemon.auto-clean=false
//ERT
Filemon status is closed.

Change configuration successed.
filemon.auto-clean=false
IMEBIERM, BeESHHRIREIR
Change configuration failed.
/MEBERM, ECEERANEIR

Change configuration failed. Invalid value!
filemon.auto-clean=<true|false>

Default value is false. If true, automatically clean malware when it is detected.

4.5.13 (Ee 4 RS st - B B IR &
hrconfig --set filemon.quarantine=false
//ERT
Filemon status is closed.

Change configuration successed.

filemon.quarantine=false

/MEBERML, BeESHIa)iEiR
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Change configuration failed.

/MEBRY, BCEEBAER

Change configuration failed. Invalid value!
filemon.auto-clean= <true|false>

Default value is false. If true, automatically clean malware when it is detected.

4.5.14 (ER0d Rt s - Fiapdtiig &

hrconfig --get filemon.scan-mode=r,w

/MNEBRRE

Filemon status is closed.

Change configuration successed.
filemon.scan-mode=r,w

/MEBERML, BeESHIa)iEiR

Change configuration failed.

/MEBKY, BCEEBAER

Change configuration failed. Invalid value!
filemon.scan-mode= <options>

Required value is "w". Multiple options separated by ",".

options:

w: Scan after file modification.

r: Scan on file read.
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4.5.15 (ERFSERTisE - AR EX ISR E

hrconfig --set filemon.skip-path=false

/MEBLRLEI

Filemon status is closed.

Change configuration successed.
filemon.skip-path=false

/MEBRY, BeENHRIEEIR

Change configuration failed.

/MERRY, BECEEEIR

Change configuration failed. Invalid value!
filemon.skip-path=<true|false>

Default value is false. If true, filemon will skip the file path configured in

filemon.conf-skip-path.

4.5.16 {ZR0 LT isis - AR iEEERERNIC &

/[N ERR R

hrconfig --set filemon.conf-skip-path -a /home/ubuntu-s home

/BB ERS

hrconfig --set filemon.conf-skip-path -d /home/ubuntu-s
//BEAABEERER

hrconfig --set filemon.conf-skip-path -c
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/MEBLREEI

Filemon status is closed.

Change configuration successed.

/home/ubuntu-s home

1 row in set.

/MEBERML, BeESHIa)iEIR

Change configuration failed.

/MEBKY, BCEEBAER

Change configuration failed. Invalid value!

filemon.conf-skip-path <options>
Configure directories to be skipped during file monitoring.
options:

-a <path> [note] Add the specified <path> to the skip path list. Wildcards (*,?) are

supported.
-d <path> Remove the specified <path> from the skip path list.
-C Clear all skip path ruleset.

4.5.17 (ZBAEFREREEE
hrconfig --set log.retention-time=30
/1 BTN
Change configuration successed.

log.retention-time=30
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/] EBRM, BCENMRIEEIR

Change configuration failed. Access error!
/] EBKRY, BECEEBAER

Change configuration failed. Invalid value!
log.retention-time=<days>

Number of days to retain logs.

<days> default value is 30. maximum value is 180 and minimum value is 1.

4.6 [REXIRE

Linux BimxiFRE X, MEEREUENRFERBEX T, BAFAKESSFTENRE XTI

=. MR, EEEERE.

4.6.1 HEREXIH

FlsRCo

cd /usr/local/huorong/bin

/hrquarantine -r -i 5,10

BN WERBEXS 1D 79 5 2 1D 7 10 NREE TR ERIRE AIhFIRE KMAISUHEE
BREERBXMHFIFRSAIID 7 5-10 WXEHELHIKE. HARXHEREE, HEHKEEL

B,
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on:Anti-virus

root root ¢ Mar
roo ot 37318 Mar
root root 360 Mar
root root Mar
root root 1 Mar
root Toot : Mar

[rnnt@lncair

4.6.2 HIBRFRE X34

AN
mp<y:

cd /usr/local/huorong/bin
J/hrquarantine -d -i 3
B MpRRE XA ID 7 3 HIREN, TR ERIMRAIIAMBRAEMAISGEE, BREER

BXXHFIFRSKI D /5 3 BN BEHEMIER.
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4.6.3 {REVRERXXHF

AN .
AR< .

cd /usr/local/huorong/bin
./hrquarantine -e -i 1 -p /home/test
BN 1ZBPREXH ID 5 1 BFREHZE home BR TR test BRF, HUTEETEZIMERATHFOM

PRCMAISHERE, HNRBSUHRT B RATERHREUNTIHERISE

[root@localhost

4.6.4 5 HHEE R

AN
mp<y:

cd /usr/local/huorong/bin

./hrquarantine -I
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B FIHRE X ARIFREE S,

e e e e ]

4.6.5 SRR R SAKX

AN
mp<y:

cd /usr/local/huorong/bin
./hrquarantine -s

BY: ERREXANREXEGSRSRZEAN.

[root@localhost C local/huorong/bin

[root@localho in]# ./hrquarantine
' 18MB of di

4.6.6 EEFHED

AN
mp<y:

cd /usr/local/huorong/bin
./hrquarantine -h

B EEREXEFSRA,

n:Anti-vin

Viru
-Viru

-Viru
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[root@localhost /l# cd fusr/local/huorong/bin
[root@localhest binl# ./hrquarantine -h
Usage:
hrguarantine -h
hrguarantine -1
hrguarantine -
hrguarantine -
hrguarantine -
hrguarantine -e

[-1 [1d]|range [Options]
[-1 [1d|rang [Option
[-i [id|ranges]] -p DIRECTORY [Options]

d
:

1d
Specifies a decimal number that identifies a record.

ranges
You can specify a 1d range by a pair of ids.

Commands :
w this
item of quarantine
:pace of guarantine
remove file from quarantine
estore file from quarantine
extract file from quarantine

i i
o wm ~ 0o

™

Options:
-3 2

Example:
hrguarantine -d -a remove all file
hrquarantine -d -1 1 rem file at the id 1.
hrguarantine -r -1 5,18 tore file from 1d
[root@localhost binl# §

4.7 EEHE

MFHER L EERRIARESHIERES.

4.7.1 EEAFERERD

FEAm<S hrlog --help EEREHEH ST,
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root@frank-virtual-machine: fusr/local/huorong/bin# . /hrlog --help
Huorong Endpoint Security Management System Client for Linux Server
Log viewer

Copyright (c) Huorong Corporation. All rights reserved.

Usage: hrlog [-h | --help]
<command> [<args=]

These keys can be used to view log content:

UpArrow Backward one line.
DownArrow or RETURN . Forward one line.
PageUp Backward one window.
PageDown .. Forward one window.
Space ... .. Forward one window.

These are common hrlog commands:

--function=<functionil, function2=
Show the logs of the specified function. Function can be scan, update.

--since=<date=

--after=<date=
Show the logs more recent than a specific date. <date> format can be "YYYY-MM-DD" or "YYYY-MM-DD hh:mm:ss".
For example, September 27, 2822 at 6 p.m. is represented as 2022-89-27 18:00:00.

--until=<date=

--before=<date=
Show the logs older than a specific date. <date= format can be "YYYY-MM-DD" or "YYYY-MM-DD hh:mm:ss"
For example, September 27, 2822 at 6 p.m. is represented as 2022-89-27 18:00:00.

--format=<format=
Pretty-print the contents of the logs, where <format> can be one of short,full.

--show=<ID>
Show the complete logs for the specified <ID>.

--help
Show this message.

4.7.2 EEAERABE

BES HERBSIFAEE.
BERBEAE®HSA: hrlog --format=short
EEATNERATN ID, BEAEE (FHRBE update/BxHE scan) , AERTE, RASHEE:

TR ABSERARAIERMANRIRIRAS, BERATERIEERESKIHFSE.
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1
Update
2023-06-26 15:25:

Auto Update Succeeded, version:

2

2023-06-26
detected during Quick S

3

scan

2023-06-26
detected during

4

scan

2023-06-26
detected during Qui

5

scan

2023-06-27
detected during

6

scan

2023-06-27 14:
detected during Quick S

7

scan

2023-06-27
detected during

8

scan

2023-06-27 14:49:51

Press RETURN for more, or ESC to quit.

BEEFHBEEDSH: hrlog --format=full

HFHHEEREE IDBEEE (AR HE update/ERHE scan) , HEE, AEBHEXEEERNF
BAE: ARATEFRARER. ARG (FIAR. BoFAR) . BRIRIERASIARFHREIENE
B, EXESFBEEREREE (288K REEREENER) , ARFHaiafirrREE, 3

XIS EL, BB R AR E.
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1
Update
2023-06-26 15:25:29

Mode: Auto Update
Result: Succeeded, version: V2.0.8.0
Files downloaded:
2023-06-26 15:25:28 fusr/local/huorong/share/xsse/libvxf.vdl
6 15:25:28 Jusr/local/huorong/share/xsse/libvxf.dat
B 15:25¢ Jusr/local/huorong/share/xsse/libvxf. tdl
15:25: Jusr/local/huorong/share/virdb/hwl.db
15225z Jusrflocal/huorong/share/virdb/prop.db
6 15:25: Jusr/local/huorong/share/virdb/pset.db
2023-06-26 15:25: Jusr/local/huorong/share/virdb/troj.db

Files updated:

2023-06-26 :25: Jusr/local/huorong/share/xsse/libvxf.vdl
Jusr/local/huorong/share/xsse/libvxf.dat
Jusr/local/huoreong/share/xsse/libvxf. tdl
Jusrflocal/huorong/share/virdb/hwl.db
Jusr/local/huorong/share/virdb/prop.db
Jusr/local/huorong/share/virdb/pset.db

2023-06-26 :25:29 fusrjlocal/huorong/share/virdb/troj.db

ID: 2
Function: scan
PERH 2023-06-26 17:22:08

Scan Type: Quick Scan
Definition: 2623-06-08 18:10:20
Started at: 2023-06-26 17:21:49
Duration: 00:00:17

Object(s): 2429

File(s 2403

Threat(s): @

Cleaned: ©

3
scan
2023-06-26 17:35:

Scan Type: Quick Scan
Definition: 2023-06-08 18:10:20
Started at: 2023-86-26 17:35:29
Duration: 00:00:21

Press RETURN for more, or ESC to quit.

4.7.3 SEFARVERE
SIEFEEIEEEERE, < hrlog --function= "IHgE4& (scan, update) ”
BILMEEREAINEE, & ADE, hrlog --function=scan, 5F4HE hrlog --function=update,
AL ENEIERATHOARBE, HEZEES “, " 988, <A hrlog --function=scan,update

NI
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i
Update
2023-06-26 15:25:29

Auto Update Succeeded, version: V2.0.8.0

(END) Press ESC to quit.

4.7.4 {RIERAEEEE

IFEEEENEEERN RS, BiEtgl/: "$F-H-H IR, a0 "2022-8-18 20:22:00”
* WETLMXER" &-A-8" , wW: "2022-7-13" , EEF" 2022-7-13 00:00:00"

BEEREXRLKRIERE, BERE >= date

hrlog --since=<date>

BEEEXREHNESE, BERE > date

hrlog --after=<date>

EEE U%%E’JE’U\: IL,\H:“E—.] <= date

224/ 264



KA BRIBIRAT

hrlog --until=<date>
BEEXRUFINES, BERE < date
hrlog --before=<date>

TN

BEELRRIRET) 2023 £ 6 A 28 BRIER, @</9: hrlog --until=2023-6-28

10z 1
Function: Update
Date: 2023-06-26 15:25:29

Auto Update Succeeded, version: V2.0.8.0
ID: 2
Function: scan
Date: 2023-06-26 17:22:
0 risk(s) detected during Quick
ID: 3
Function: scan
Date: 2023-06-26 17:35:
0 risk(s) detected during Quick
ID: 4
Function: scan
Date: 2023-06-26 17:41:26
0 risk(s) detected during Quick
ID: 5

Function: scan
DEL-H 2023-86-27 14:17:

® risk(s) detected during Quick

ID: 6
Function: scan
Date: 2023-06-27 14:43:

0 risk(s) detected during Quick
ID: 7
Function: scan
Date: 2023-06-27 14:47:
0 risk(s) detected during Quick
ID: 8

Function: scan
Date: 2023-06-27 14:49:51

Press RETURN for more, or ESC to quit.

4.7.5 SFRETHRE

SIFBMASZT RIS, EENaRMRNESEE.

NEH 2023 F 6 B 27 B, 2023 F 6 B 28 HRIWERAE, @</9:
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hrlog --function=scan --since=2023-6-27 --before=2023-6-28

ID: 5
Function: scan
Date: 2023-06-27

0 risk(s) detected during
ID: 6

Function: scan
Date: 2023-06-27

0 risk(s) detected during

ID: 7
Function: scan
Date: 2023-06-27

0 risk(s) detected during
8
scan
2023-06-27
0 risk(s) detected during
ID: g
Function: scan
Date: 2023-06-27
0 risk(s) detected during
ID: 10
Function: scan
Date: 2023-06-27
0 risk(s) detected during
ID: ks |
Function: scan

DER-H 2023-06-27

0 risk(s) detected during

4.7.6 EEIEE ID RERE

ERREERNESEAEREAE, JLMERmSESSE ID BSNFE (8) B,

fign, &EiF 1D 9 1 N=EBHEE, <A hrlog --show=1

Function:
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FHhE NABRIEELERZESR-Linux £
H hRLR %

5.1 A

KPZELRENNAFRRSER. RAEH. ELihE. SF/REXInsERERRINELA

R SRR ImhR A TR S FEhR A

W uass

KGUETERIP R FE i
B4R 231 K

EREERVESHYUENBRERFIRE. REHARE. S, RS, BRARMG. REXEMEM
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YIEFEHER TN UER. SRERDEERVESH, BEE/ , MUNALERSANZEMEX

KigFt, BRRAEK.

O uags=

KBAEAERI AR o
B4R 231 X

BReE [£88XR] DN REMNEHTREEEER.

(1) fEik: BRAUFNEILRSEEERES, /R (FLE] &HE, BHAMETRE [(HE]
RIRTRIESEIERESS, FFRCREERIEIESAAR.

(2) & BRUEEIMRSERMES, RE [FF] &, BEEREZHANGEERS, =/
& [4k4e] ITRSSRIERESHEER, HERFNIAESHTER.

D BRAEELT, REERMBSSRRERRSITES, TG IERES.

Jk
&

(3)

. BEAEENT, RESERIESSETNLR, BINRERRERURE HAEE

it
=

(4)

5.

(5) EXRTHEBHX: AiEtlE, BREERMESERTMZE, BEMXAHEN.
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P umsse =oses
:O IEE T2

pd/ifupdown.s

#ﬂ D B CRE B = &t 00:00:03

-

BEERMESZIITTNE, WREIMEHAKKET, BARFRTImRENSR. ESRENEEMES

FBER, BRRE (k] KSR ERIRERE,
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KA ARR TN

Bl

E FifvTE - 15534 : S FEet : 00:00:38

A\ B : ot Y AERE : o

REERESHITTHE, MABINEIE, WSBXEIMERTEAF, BRTBTIEREENZ

EEXBSLIRE .
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P u@ss =essr
C) HRIMPAFETE -4, BWGIENLME

—  EEER

M mH

:C) A MR IALIETE A%

AT &=

[F] f#tixis : sared (O &met : 00:00:48

A\ RIRE : 151 M aERg : 151
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2. REEFR

REERDESHY U ENBRERFIRE. REAE. S, RS, BRAKMG. RBUBIXLH

RYUEHITHIMER. REERDEERVERNERERRYD, MUERERERIR,

AF&E (REER] BTN SEMEH TR S REE R,

U xgEe =esh

KPR E AR

BEXERVEATEENERERME, HEAFEREREEFHEER, PEERMESZEMNRE.

BREE (BENER] &, BREENERMERRT (RE] X HREENERIEHT

REBEXR,
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O wmgs =esen

IEFEHT B X13iH

/boot,/grub/1386-pc,/regexp.mod

A [ E=Aseals Bl . FESE): 00:00:02

BENE#ERE

BENERMESLEERNEFSEEEREE, FEEELe
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5.1.2 3Z{HFSCATNRE
EERNHERE BRI A L EERETE, REHARSIREX AL REIIgeHTRIRR
B, ALUSRENMHENNE, RS AT GRS RS, EERSIER. BTN

FERESERER T, ERRPFAFNSRAZRSREE.

P uass

KBAETEORT S AP
BEARF 231 X

5.1.3 WRAFBEH

KAZEEHETURM T RIRRANEERSFERNMEERT, NOERFPFIRESRMRA, XK
TeBintRHERRAEFEUAL.

AR RERANMEEEA TR, RincEiENAREHRAER, WREERISmRENERNT

WA, SIERRPISRIEHRE, BREBTEEESEH NARNZIRIRITHRE.
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P ums=

W KGTHRIEF

ERXEC E A

5.1.4 (5E/IREX

KPZERHERE T EE/REXRELAAL, HERFREEEREEISHCSEEIREREN
X,

1. RBEX

KL BnRBERARCESIRSEIXYE, RENEEENERE, IMESERKEE, FliE
SN FRES X R EHTH R A RIS AR S A4

ARREXFzeRmana M [REX] BENAREXEE, ARTEELRREXEEAR
BB

(1) WkR: BRETREXSIXYE, BEATA (MER] &H, BAIRRSRREXEFRIX

5 SRR,

(2)  ’E: BRETREXSTIXYE, BEG A [KE] &, DRIKEIRIKEFEART,
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FERE.

(3) REE: BPETREXSINY, BEATA (R &, DARBRARNEEAZIEE

2. BEX

KFRELIRMEEERINEIRIIRE, AP RSN, AHERSREERIE, Tkl

INEIE, WHIRPRINHE MG RASHWRBER. AT inisThata. ERSFIEEEXH

BUBEE.
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5.2 Lin(ER2
KARSEHBEAPEELIRRRSERAND, BPSEALA [LRHELR) Bir, TEENH
EIRERIRETR, IP. MAC UM EHIERIER, IR KIRIHIRA,. WEERA, SThOERRSS

1=

[= P[]
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hme-PC
frraes: CRE
BERS . BloE

g 20241114 11:39

5.3 BESIIHEE

KAZSEHRHT FRIRE. 22T, WEK. SEK. BRE. LEEF. KRANE.
LREAT. XT KA O NIBEBHEAD, BFSEA LA (ESHE] &I, HTIe RS,

REATH ARSI BESEAESR .
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KBIETERI R AR i
B 7P 231 X

5.3.1 &E£igE

FPISE (Z2RE)] FIFRE, MRERTWARAR. WETT. WAL SR

MITHNEREHITEEN K E.
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B oprsafin

https://192.168.5.24

6080

Vil iz )
;

2H5ERRE
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W &E
—_— sEFETasEe i

ScesEi

i =i
EmE e mERED

BEIARE

5.3.2 £2HZE

ARARE [R£AE] IFEEEE, BWABRTIRNATER, AP BT ARMERFEE

T AFSIRFATER, EAERAREE (PORBAZEILERASE, KiRFAEAIERES) 5

BARBEESH M,
W ==a&

B8] 2024,/31/19 — 2024/11/19 H =R
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5.3.3 [EBK
KL BnBEARCESIRSEIXYE, RENEEENERE, IMESERKEERE, FliE
SRR X R EHTH R RIS AR S5

AR RE [REX] BHXHREKEE, BRIEESRREXREAIREXIEI .

® FaX

o PR E=(a]): 6.2MB
L] Srfemds FE &R —
O

5.3.4 (FEFX

K FZeRRRMSENERINEERE, BRI ARENXY, FRERSREERING, 7L
INEIE, WHIRPRINEGEX MG RASWRBER. Xhfins. ST htmE. UZFRIP. THR
P, Web 3f#IhaEAE, SEXSHFHEINNXM. EHRSMUHTEE, BERSHRIEEERSUEEIEE

£.
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5.3.5 BEEHH

KPLZERIFF FaIERIRA, MEIFRS GRS EH.

QP uwgmsEs = esrh

W KGTHRIZF

Mk AE =T AThRA

LEIREd: v209.0
W RiRREE R 2024-11-14 11:39

R 20241114 11:39
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5.3.6 BXEME
KARLEIHFFNEERKR AR, SEREPOREHEERKAANE, ReRIHT

R (RRNME] EEEEREKAL .

P umss

5.3.7 EiREiC

XRLZeRimRHEWEICIHE, EERFTEAFEWEIICER, BRAYUERmRETRT (&

InEic] EERIEEEICER.
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5.3.8 XTF A

KPZERIRRMRTXARUERETE, BRIRE [XTEN] EEXARRRIER.

W uas:

KFIEFERIF AR N

W =FAE
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B E KPEFIRnRLEERS-macOS £
iy

KL RTEEERRLTEERRIFAREMIFINEIITRR, FTLERIEEBRFHERRES. K2,

)

MR, TERL, BEEEFREAM, NAFPZREHRIFIGITINEG,

6.1 B

KPZERIGENARPRARSER. WAEH. SE/RBEXIIEE. 4L nEIRERE RIET

AAL., EENERERURIRERERA. BEERFISEERTLD (REF0) BHER.

Ei%?%qﬂtt.\ =] 2

Frhithit: 192.168.3.41

X IEERIP AT R AN
BRI 99 K

Kg#s: v2.0.8.0 < fEERE: 2024-11-14 11:39 fREX EEX
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6.1.1 /EER

EEARSEREZR, FTEE [BASZ2ME] PHABXAREE RN "STEHENERR" |

BT EERRSEREE.

ST ETHE)ABR
BN RORITIRE", T HRIPHE SRR TRR SR PSR
RELIRARITRAL,

BR XEREE BXE B

@ smanne SAF LT App A "EBRE" . “AB" . Safari MK
8 RE. RENSES, MRkMac EREESH
- SAE® BoEESRSHIR,

L EEEEHERE .

g xR
o AR
Ly sot
¥l #ruIa
:4 r&

"".sem
)

HE"REESRH"

—

. ERER

ERERPVESHYUENBRERSHE. Balll. kRS, ERREIWIEFREHERTEHNE

. ERERPEERESH, BEES , AUNAKERSAZEEBAKER, BEANERK.

o
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=} &§ R O 2

EAuithit: 192.168.3.41

K IEFERIP IR R B AN
BRI 99 X

hR7s: v2.0.8.0 & JmEsEE: 2024-11-14 11:39 BEX BEX

BR&aE (£88XR] N AIMNEH TRSEEER.

(1) Bk BRAUFNEILRSEEERES, /R (FLE] &HE, BHAMETRE [(HE]
RIRTRIESEIERES, R CREERIEIESAAR.

(2) & BRUEEIMRSERMES, _E [EF] &, BEEREZSHANGEERES =/
& [4k4R] ITRSSRIERESHEER, HERFNIAESHTER.

M. BREEENT, REERMIESSEREBRNSHITES, F2REARGIEES.

3k

(3)

. BEAEENT, RESERIESSETNLR, BINRERRERURE AT

it
=

(4)

5.

(5) EXRFTHEBHX: iEtlE, BREERMESERTMZE, BEMXEAHEN.
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L EEZEHL = 2

—O TEETHE i

/System/Library/ExtensionKit/Extensions/AccessibilitySet...sion.appex/Contents/MacOS/AccessibilitySettingsExtension

B8 TR B EhAl, EFrE: 00:00:01

—

AL
2.

£

SITRME, RATMEEXEI, HARFRRIAREENSR. ESHRSFAMES

FBER, BRRE (k] KSR ERIRERE,

EERAPD

AR R R IR

N BB

N

[E] mmxgm: m (© #mrd: 00:00:12

A BBREg: 04 M a=ERg: ot
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REERESHIITTHE, MABINKEINE, NSBXRIERTEAF, BRYTBTEESENZ

i = R

= #EIMRRIAE 1, BINIIEILE
O= saues=
8@ XRmB RS

/Users/huoronganquan/Desktop/ >k & & 3 {43&/0d53d995a4e7d164660285921f8441d551461ae6

R, SR
=L

/Users/huoronganquan/Desktop/ < &5 33 3 {4:3€/0ad566339ed84407d399ba626534b0647684e401 >> [NSIS].nsi

PR, AR
=L d

/Users/huoronganquan/Desktop/ < & 33 3 {43Z/1dae85573646e58711ba17e116dcc7d7c910ce02 >> [NSIS].nsi

R SR
=L g

/Users/huoronganquan/Desktop/ 7R #5332 X143 /1cObe7d76c98fc64ef62e24457cab5ddcaada7ch
[TEEF

/Users/huoronganquan/Desktop/ K &5 5 3 43&/0e34ace865cd51328e 7b68482c2cec692058ee43

R, SR
=L

/Users/huoronganquan/Desktop/ < &5 32 3 {432 /1ff4499c 5d27909f09a4bfof2dfbc540febe3cff
[TEEFR

=i [(ZRPRE] B, RSB EEERNEIN, FARF RGBSR IS ER.

Er7E KL IR SE R

REEEHE

El s s (© &meg: 00:00:01

A BRARE: 64 ¥ sERER: 61
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2. REER

“PX

REERDESHI U ENBRERSHE. Balll. RS, ERREHNRFSRBUESXLHRE

HTHIHAE R, REERAERIEANSRERRD, FUENEERR,
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