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RS B oottt 2
T RIBEBESIZEHEIR oo 5
@ RIBEESIZEBUTE N vttt 5
@ RRIBEDIZEBIMIIN covvvovvereieeeeie ettt 5
¢ RIBE DI ZEBIITHETEIR oottt 5
o RIAESIZEHERID (DecoOMPOSIION) FEZR oo 6
2 K RIB DI ZEZRAT oottt 7
@ KT RITEEDIZEBEM oottt 7

@ KIEITETESIZELRIE oottt 7
3 K RITEE DI ZEETME oottt 9
0 B B ST oot 9
o BT (GENeric DEECON) TR oottt 9
@ BB ATIRIT (oo 10
¢ FEEHISUHAETUSTIT oottt 11
o SRPIAFEIARBIRIID oottt 11

@ ATBZRIBIEBETT oot 12

o HF K EIUPEHHEART (Generic UNPacking) e 12
o ET NGB BHITIT AT (ITADE) s 13
A, RGBT ZE BB oottt 15
@ ARHESIZE VS, ZRBIZE oot 15
@ FEHSIEE VS, BEIETIZE ot 15
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o RIFESIZEHMRID (DeCOMPOSIEION) BETT cooeeeeeeeeeeeeeee e, 18

20 K RBESIE@EARTE (Generic Unpacking) BESI IR o, 19

B BT 3R ettt 22
A KIBIF BT BT BIITE covvvoerveireerrereceeise i 22
B. MRERALIBIZE ot 22
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1. RBE5IZERIE

e RIFESIEHNENX

RBES5IEATAMAEFABNKRETESLENN., —KKR, RFRSSIENE
DSEREUTBM:

1) WTAEENR, IHMEEEE &SN,

2) REBABERZNRAAESERMLBER, W RS, /). BEF;

3) MTFEXEENE (BRE. BREKRSSF) , JUNBENRPRBELELED,
FR RS EX REE;

o RIBESIFEHIEM
e LREXNRBSSIE, —RREELBHUTIL MR AL

1) HIEETIRE . SRR
RENFREN RO ETIRB SR, MABZOREEEHRIEXESR;
2) RIFSHEE
a. ARHUAFAERE;
b. =¥FIEEE;
3) A
RARBENRFSSIENHMEEE, FAENAREEABHABROKBE;

o RWESIZENHEEA
1) $SERHE
a. &EXE%E;
b. 7ERER%E;
C. BEPEURIGT;
d. XEHE
I BETREUEEAE P X BABIEIE R BRIRR I BT
i. XBEESTEANAESHESHE, EELSE2HEER, BIE
AEMTES A, Bla0, X4 0x100 £ 0x200 Zj8), &
¥ 5% AABBCCDDEEFF;

X
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2) BRI
a. BEBANAH: BURRFABNKNHSER, BIBRAEETME
URR
b. MFBAINAM: BIRISHBNRNNSER (1 EERIPEF
FFERNTA) , BEBAREETHEREMY;
3) WMRTAD
ERFESIEE#EN, BYERLUVIEPNSRTHFRARN R, HHBRENTTA,
HBZTARAIERANE LR ETRRIE;
4) EFREBENGIHE
a. XFM@MEMN (SVM) ;

¢s
ol

\|

b. HREEN;
C. MR,
d. ......;

o RIFESSIZEHME (Decomposition) A
YAELSFFAMN SR EERRRIEERBN, Az OSEENZNRETON, 3+
HITFNRFED, BRSSP ENFNRE—SHTHE., B, RERASHE:

1) fRE4E,

2) MTRE,

3) BREAXH;

4) HABEHER;
5) TIHATXXRRSS
6) .n..;
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2. K RmE 5|1 EE5RH
o KHRWESIERN

K mes s | A O KAEIDE
AT T * EIHATSE
S, ASEAIUEEETT BFRAINRHE
‘RS, BRESESERET

KA S5 |/ OMRE KRS | E D HTIRIR

« IR A « PE, ELF, Mach-O, DEX, JS, VBS
 KEEINPERSUE « OLE, AU3, MIME, PDF
- HERFRG * Zip, 7-Zip, RAR, NSIS, CAB

o XY RmESIZEHM
BUREW, KERESSIEFAERNZ (Monolithic Kernel) %1+, HEALEKEN
HiERM S HFL, FTEEE:

1) XA RmEHFIEE
SEMERRBEIEALT N, XARBESIZER—FTIFLEERHNHGIZE

2) K RmEIIELmZO
A OARSEAMEENRE, SFEFEAHE. BSUSEANEM, UK
RRSIRRERSERFINRE,;

3) KHRHESSIZE 1/0 HRE
AAMZORE—EE 1/0 piRED, B EHRAE N B EF 61 IR D XS ¥ B
2 1/0 i51;

4) KHRIFFSIEXE DT
XHEPHTER AT REE NS TAR RIS R, SIEST R XM B
PDF HFEMEEXNHEE,;

5) XHRIMDR
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KRS ZEHTAEN, SBFABTRETKAENPEPHITRIEEMN
AT, PUERSEHR . T AT ENSOIIEA;
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3. K RmE5IEHME

o TRHFEFF
BEl, XARFESIEXZFUTRERREFA:

1) Windows x86/x86_64;

2) Linux x86/x86_64/aarch64/mips64/sw_64/loongarché4 (i) /
OpenHarmony ((8%) ;

3) macOS x86/x86_64/armé4;

KARFESSILIEERHBEE FreeBSD F£ Unix BIERKTFA.

e B (Generic Detection) A

M 2007 EELGFIR, LA Trojan/Clop (WARBEFRHEINEEESSN Swizzor) A
RENZHEENFTIRBHEAKXS R, 8 2012 5, WEERANREELEZN
HiExzHE,

KY R ImE S| EEENGEIMEEK, SILFAERFEME PE HAR N AEARxN
HATRAME, ARONIER, KE. BRUREREEER, EEXGENDZIE
EEX C(PU IHITHENBERENRFERANENE, XARKSSIZERE TR
R BT AE

TEHNEXRER T XARFESSIEE 1900 AEANER LHNRHER, NPTLE

, BEKHBEAKMES NS HVYM:Adware/InstalleRex.gen!A &5 7 #8315
47 BHAR, T 2014 EFRTHGEETHES TrojanDownloader/Ogimant.p N B
EREE 7B 33 AR,
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KGE R EE 5 A H 45 R Top20
(J£7°19,018,780%: 4)

HVM:Adware/InstalleRex.gen!A T ] 477,424
Adware/SoftPulse I ] 404,465
HVM:Trojan/Injector.gen I S ] 362,658
TrojanDownloader/Ogimant.p I D ] 337,406
HVM:Adware/InstalleRex.gen'B I ] 262,519
Adware/Linkury.a I ] 219,260
HEUR:Trojan/VB.Fake.a I ] 209,135
HEUR:VirTool/Obfuscator.gen!C I ] 205,163
Worm/Picsys I ] 201,326
Virus/KuKu.c I | 195,815
Adware/InstalleRex I ] 190,149
TrojanDownloader/Tugspay ] 186,614
Trojan/GameSpy.bolgen I ] 168,488
HEUR:VirTool/Obfuscator.gen!B I ] 156,252
Adware/InstalleRex.d I ] 151,348
TrojanDownloader/]S.Agent I ] 150,541
Adware/InstalleRex.b I ] 147,772
Virus/Expiro.p I ] 130,242
HVM:Trojan/MalBehav.gen!C I ] 122,069
HVM:VirTool/Obfuscator.gen!A I ] 121,605

0 50,000 100,000 150,000 200,000 250,000 300,000 350,000 400,000 450,000 500,000

B A

o BEMNRNRIT
1) BISHVRHIERE
a. HECERABPNXBAREANFE, XUEMHSH DNA FE;
b. BISEER. EATENRE DNA FEREARENERRE, RAR
E R EE P B U REE
. BUREEARMERK, XHRFESSIZENFERDNAMBEETLL
B HE—EEABRENRE M,

2) EABR#Z (Monolithic kernel) MIERMAZ (Micro kernel)
KERFESIERBERZINEIT, SIZAHBNBEERS, MZITEREEW
BIRIT, W T RMAZIRT (FIINETFE COM RENSIZEIRIT) FmkIIN
RIAK;
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o FEHINXMHERIAI

K RIFSIEZFNERERE A, EXTABHXEEX, BBEEIIHNS
SR ET O FIARES (Decomposition) BYIRIE, BRTEE NS TIEREIEE
AT

1) oJHfTEE

PE. NE. LE, MZ, COM, DEX. ELF, Mach-0O. ...... ;
2) BARZE

HTML. JavaScript, VBScript, AutolT. BAT. PHP. Lisp. ...... ;
3) E4EER

RAR. Zip. 7-Zip. Gzip. Bzip2. Tar. CAB. ARJ. ...... ;
4) REEEH

NSIS. SmartinstallMaker. ...... ;
5) EEXIHER

OLE. Office Powerpoint &z5. Office Z&=. SWF. MIME, MSO, PDF, ...... ;
6) HAb#iERE

Windows R, Windows SEMEIA. ... ;

o ZMPEMBABINA
KYRmE 5 ENPAMONA T SHEERK, AREFDENROEEERN
BIEREREE . KXY SRR ESIE BRI NANEERAEE:

1) &R,
2) %‘/L,\ Ej]/u\):ﬁ_t}afﬂﬂ;
3) ETEMIENDTITAN (TRADPR)
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o HWRIEERES
IEMEI "RBS5I1%E

hZE, SFEERNET:

mEE

M
o

1)

a. Office VBA &=F=

EX" PR

7

b. Office Excel AN EHS;

Coovn. ;

2) BREBFEER
a. ANORE#E
b. £ (
c. TR (
d. ... ;

o EFXHEMPENEAMT (Generic Unpacking)

, WEERRDHE
2 RFE3ENERELL—, KARFSINENTFSE

Polymorphism) RREFE;

Metamorphism) RrBES;

BRABRHERE EXNRESE
KEEABAEET

E0URR

1. BENER
BAFHRS, &
RERE R A

ﬂ

FE

ANTIVIRUS

1. MBENENE
MRS EHEE;
7 \EEH%E%DIL:/

1. BEREHEME R
BAH;

2.7FE "I AT,
Siiesab I ES )
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TSN
BT
ERASH 5T BN S
SRS B S
EXNFRBRES BEEHVHNERE  AWEETRE, B BEREnE0E
R L, B3R O, EREENEE IRINSSHTT  FISERERRASE
HEMMIIRE.  HREERFREAEN RERRF, BYELE  FEE;
RIS ; iz, R H b= LE 5%
;
1. B¥E; 1. I BES; 1. I BES; 1. BHBERESE
2 HTHRTER; 2. REBEESE 2. TRRESETES 8
.M HRIERR  #; BiE; 2. B LUR GRS R E AL
BAOSR; 3. ‘IL:(E%UF%I—E& 3.ALIARANS (B HEBAOSR;
BAOS; EEHEENEME 3. KERFIZBENS
4.2%5‘?2%']155&9’\]5 B FEMBTE A AT
FEMEA AT TR,
BTSSR,

1. R RRFSS
EFRREEiTEEE
Fa;

2. FERMD "B 8



anp
4|
&
4o
s
bl
&
N
3

WERERRERS
V V X
J J X
1. UPX, FSG. MEW, 1. ZProtect,
Upack, PETite. VMProtect, Themida
MoleBox. Aspack. ENF=;
NSPack, Asprotect, 2. Trojan/FakeAV.,
KGRI R B 7R 25 B PECompact %; TrojanDownloader/U
patre.
Backdoor/Simda &
BENE;

3. (EIEARRER;
LFENFRBFHMER T ARRSRANRE, URSENRIENESE.

KY R wE 5|1 E T2 RKAEMNASR TN A NRLERTNER, B, KARFS
SIZENBIESRARBROLATFR, MYTEERSEANBEN S, KBRS
SERPAEEMABRENRRA, HXABARTEARRR,

o EFXFEMDENHETITADT (TADE)

K FIDR T URIRFIERIEITEETRENT AN, XERFBESSIZBITHER,

JBEBRARX A TEENEFRERRMEETTE. RIEEIPEHIENARA

FTRADE. KFRHESIZELL HUM: FLBIREE, HHXETADERE.

BT APEIARBSSIE, FEBENDFME:

1) BMDENRCTHEERES: tEBRNEMNERHIITRESHAE, DBRK
BENRFITAH,

2) B ENFERRERZBER: BILETEETNER AN BITEEIRE
b, FEMELENTN;

TmE, FLL TrojanDownloader/Upatre REEHIFE MER (SHAT 254

51d17236fbf0236ccd2571e252a9f173f37702a4 1
a3c20b864669b19407d56e240281d88cal0c1c7f) Jffl, SEVEEEHAA,

B, BIBSON, XM IERNSHSELE (ANOLE, #EFLTES) T2 6,
RHEBIBRSFIERE—RE., 2F, EXFEIIEPET, BITERANREEH
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BRAHEHIEFESZ, BXRIAENTE2AE, XMREPHITHFIIRIER,
W NERBEHINXHESE . InternetOpen B Agent ZFR. X EH T80 M IEZ L
BEreAE, FILTENFRSE. &EF, BAXBEEAR, EEINREEH LI,
MIMEARNTAEERARNEIEY. XERBEESIZEENFRBERFTAMEN, &
ERFEDSHEINTAGERRETRINRA . KMERE, ZLFEE—IAE
(HVM:TrojanDownloader/Upatre.gen) .

[EFIN 51d17236fbf0236ccd2571e252a9f173f37702a4

KERNEL32!CreateFilew("c:\Windows\temp\cahst.exe", 0x40000000, 0x00000002, 0x00000000, 0x00000002,
0x00000080, 0x00000000)

KERNEL32!WriteFile(0x00000010, 0x0036582c, 0x00015334, 0x0012f99¢, 0x00000000)
KERNEL32!CloseHandle(0x00000008)

KERNEL32!GetTempPathw(0x00001000, "c:\Windows\temp\")

shell32!ShellExecuteW(0x00000000, "open", "c:\Windows\temp\cahst.exe", NULL, "c:\Windows\temp\",
0x00000000)

KERNEL32!ExitProcess(0x00000000)

THRFS

wininet!InternetOpenW("Updates downloader", 0x00000000, NULL, NULL, 0x00000000)
wininet!InternetConnectW(0x00000001, "payrollbureaux.com", 0x00000050, NULL, NULL, 0x00000003, 0x00000000,
0x00000000)

a3c20b864669b19407d56e240281d88ca10c1c/f

KERNEL32!CreateFilew("c:\Windows\temp\dcare.exe", 0x40000000, 0x00000002, 0x00000000, 0x00000002,
0x00000080, 0x00000000)

KERNEL32!WriteFile(0x00000010, 0x0036582a, 0x0000463a, 0x0012f970, 0x00000000)
KERNEL32!CloseHandle(0x00000008)

KERNEL32!GetTempPathw(0x00001000, "c:\Windows\temp\")

shell32!ShellExecuteW(0x00000000, "open", "c:\Windows\temp\dcare.exe", NULL, "c:\Windows\temp\",
0x00000000)

KERNEL32!ExitProcess(0x00000000)

THRF3

wininet!InternetOpenWw("onlymacros", 0x00000000, NULL, NULL, 0x00000000)
wininet!InternetConnectW(0x00000001, "sportcalgary.ca", 0x00000050, NULL, NULL, 0x00000003, 0x00000000,
0x00000000)
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4. RHAEFSIZEHINE

o AMISIE vs. mn5IE

Bil, BERNZE2RHLHEEXA OEM 5|1E+=5|ZNER, AELEHAMSIZE+
S| BHNR2RMY, BEARBLERSIZRNE. AMSIZNE, REERER, EZE2KRH
SIZENARTERFE. BN AKA, BEEEARAH. EUPESFERNZO
RAFERSEAIMH., MY F=sIZE, RFERRFEARENHERB DT
AT, BAXREEANZY, BAN BEcmhEXBAL5IEHRN AN ETES
"D, FTLARBERDIIFARANE I AT RERIFHRHEE, L, A5
M=5IZNK5, HLFZHNERARASESRANKE,

SIIZERTUULNELSRIENTESER, MULHMERS, ERTHETEHES,
ABRNEMNENRN, =5IZERBEAMIRENSEMRNIRHERXE RiHETT
B, FTUA—RASIESERRERFLE (BERENGHA) . MIAHEBRENK L5
NEFAEARR 1. 1 XK, BI—KEARFEBEReREH—MER, FLUEER
BRRFERNN =imEREERD . ST EEEN UKk G FEHNEE RAKY,

AN ER

X FAMSIZE, SIERGRAREINEBITURKSESHEAZBRILE, BIED>
ENFEREESHER, BSIZERTIENER, AEREABFEEHTRRNEE
MRARIIMEMS, 8RB0 G,

B, ARSI ZENZOBRARTUEN AT =im B FEE, ARSI ZER AN A
BX =in it B4 R AERIRAEHER,

NF KGR, RS ZEN BN RFESSIENER, S —BFEMEARHMNHKTE.
B, EEHNET KB RSIARSIERFER AN S ZUTHXT B2 AD RmAR
R0 7,

o fRRS|IZE vs. HI5IE
EEF, ERNSAZ2RGEAM T SENETAYEN "ALTER" IRKRS5I%.
RES|ERR LHAZETRIUIFZE L, BUEXEEHAUBEL EMBUFIE, FXIHE
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EE TS, o, HMrERERE, KRUHEEENGFEREERNETDE, #Mm
EVERARERTEENDE. A, RINABHEMRILESIZENRITSIE

ERBEREAMKITHNATHET, RAEXNUESIZENMR=MHN, BLXEEEND.
FEARWMENER, MHEAT—PEERFRM, BEXSRELME, IR TRIR
HABESNR., Rif. BE. IS EJUERERBHB— D AR, XHE
AmBXHEEAE, NRBAXEEE, REEE0NHE. MSFHETL, mA
AERXNFLETEEAT, XMEERNEBINEENE. BAEW AN ZHH
AEEE, AESNEEE, WiEfOEEEENREMNINN, BIFRIT. o, 7E
HERE, HEVE-EERNANMEEENE? RBERESEN.

W

RERANZE, TOXAOURHEL, ARNARNDARSE. XEARFSSIEXNEK
BROMEMNDESE/ZOREA, HEENATHB—BERE], M@ HEE
MERABEE, B 2007 £LUE, Bl 0%t ERRBIEARFEANME. BE,
DR FS 5 EH83M, THXEEINER, TRRBESSIEMNAEELS.

RBESEATLNOEE, BB AL, FEENNAAMERERELLE, K
HTEZ_/E\ —l:l, &f#ﬂ-E/\IET_L/LZ:l_JE’] /UT?T_E
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5. 1A WS 51 ZERES]

e RFEIIENKMHEE

NFRZXORFESIZNARN, REEUFRRESBXE, EE2H—HITM4TE
fro BB, HFREERNITENE, NEZ2EFERFL2NIVARNBEXRE, &
PEHLRRHEVERFESSIZRIN, BEXERFEHEM LMD, DUEXA
WAERUREE. FREANFHE,

1) XFIHEEARSE
a. XK
R EANRNALRER, IHMEEASREX, IHENERUES
EEX, RURA; TUREREN, —RIERNHEARSEE 10,000 £4,
RO ASRDF 1,000;
b. HAXRFEF
KRR (41 PE. ELF. PDF. MIME %) RAEIT(HSIEER 8 —%K5
HANKHEES, HAXEEEENRBESSIERHENNITHBESE;
C. HAREOE
X BIE MR R B EE R IR R
i, IRIREEA
BRIFZEZHESIENRAHEANGESAMNER, BEHEEAE
ARE BRI
i. BEEAR
ITPEEARETT UGS AR, BIEE X H AL IR A e
TR, WEHEHE, URPEEREBIHEEADEERNEE,
BAFEBNEHEREENRHEER, —L FAHIE 100%k HE
TIPS o BAEAR—R N FER) R A AR PERLZE ;

RESHETERE LAY, TERMNMBERITEERTEEEX

2) EXWHERRNSIENERERI
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BNWHRZRAITEEAEL, RES5IEREFAYS REEHEARE (BHR
BAEPTAFANENEARE) NE. RBE, XIDHABX, RBARKESIE
BB AR AR

3) B RRMNSIZEHZOEE
BARHEZEENOHES RFESHIEERRNLE, ZIERNNERFSS
FZ0ee], WEEX, RBRBREIIENROENEE, JR, 5LRTEE
Pk, HARSEEKX, IHMENERUEESERIN

RESIZENENUHRERRER, ENRURHENNEAEASY, BN B
SXAFEAMENE (RN ZHAEE) |, FRBNHETHIIERE, <Z8A3
WRENTE, KEBAERXFER EHITEAKMNSEN, IRAREIGHNAIRITIE
FENENREE,

o RJmESIZEHIAELS (Decomposition) &
BIESE. MRSFHANERHITER, FHE RS EXS R ERE AN H#E
BB, NTEHEE. REEBSFURENVFEERES, HENTERSEHARKRELL
REZBEMMNAL, FAURXABER, THRNEREINMZRIBEXTRITX
HRIRRIEEES

IEMEISCR T AME RS I ENNEP AR, BREXRSDOESHFANET —ERE
mE. BEUNARFSSIZE0EME, MXEPXLL PE XEBEHAHNERNE
R, LA PE BEHANLEENNTRESIERZLAEE,

ARSI EXREFANBEBEESN, FENTHNTR:

1) BLERETHRIE RS R B AR
HTRELENFTE, RES5IEEERERNH G IEXNWER N ARHT
PORLE, ERTHEIERIFBHERNIRE, FUXEETEREERTRE
ERRW. FrRANOE R HRIE RIS ER L AR, X PE &K, 4l
J A EAR#ET UPX % (EAGIRE UPX #ERA T ABRUIR A L E L
TET:-0 , RMEREEHILEEHBRSEERE, BARERTLURAR
MERZHOE AR HE9;

2) AENMIERSTIR BRI ERNE TR N
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XY RWESSIEFEERDES—5% PE XA4NBEAEMSE, BXBNAKLE
THEERI, /ABNT:
#include <stdio.h>

int main(int argc, char *argv(])

{
printf("HUORONG ANTIVIRUS ENGINE TEST FILE\n");

return O;

)
o A KXY REESIZWBABT (Generic Unpacking) 8Ef11FAH
TE, BB LRAWRARER, THXARFSSIZNERRTES. T8, XPH
BERAMABAHATE, ERXESE, WRANIMWES E, EENARTTL
EHMEANEMRFESSIZNBARTENHTITE, ToERSRARBESSIE
A T m R .

1) Wi AAI R
a. BUHERAEFZTRMTANRE: f(b)=(b+1)"0x88;
b. BRBENEAKEREN C EESFTHAR, LARIRA mal, R fF
A BIR A4 mal.dat;
C. ML, M. FUBERURMHER, UREHEAZEN:

ML A5 F N1 B3

il
= R BETBAAS H B R IR Y

#include <stdio.h>

#include "mal.dat"
1. ERF PR8I SR TR

- 2. 818 c:\1.bin SRS HEIE;
int main(int argc, char *argv(])

Ll { THERFESSIZERSEGREANERRK
= . Ehe J o
FILE *f = fopen("c:\\1.bin", "w+b");
1 () { ﬂﬂ%ﬁfa%l%ﬁﬁ%gzﬁﬂqﬁﬁﬁﬂ%iﬁé
inti; 51, TIAEEAED R SEE S R
BIIR R A

for (i=0; i < sizeof (mal); ++i)
mal[i] = (mal[i] » 0x88) - 1;
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fwrite(mal, sizeof (mal), 1, f);
fclose(f);
}
return 0;
}
#include <stdio.h>
#include <stdlib.h>
#include "mal.dat"

int main(int argc, char *argv(])

{
FILE *f;
T4 Y 2 R 5 5 | 2608 A R
. FHeh, FrLARHERRER RSB A HBNE
exit(0);
5
: REANGE, AREEFADEREY X X
f=fopen("c:\\1.bin", "w+b"); _ _
=y AT, BERFESSIZENILUGE, WER
i
ot ZE|IEN W EAF AR RABRERREA
o , WEARRY, WERTELUR;
for (i=0; i < sizeof (mal); ++i)
mal[i] = (mal[i] » 0x88) - 1;
fwrite(mal, sizeof (mal), 1, f);
fclose(f);
}
return 0;
}

#include <stdio.h>

#include "mal.dat"

int main(int argc, char *argv(])

{

ZUES MR 1 IARZAETF, RER
FHRERIEE, MeRERFHERBEE
BEIRE A c:\1.bin 3X4;
ZUWH S5 1 B sFEERNAEBE

) o ) MEZH AP BHA;

for (i=0; i < sizeof (mal); ++i) { . Jd |

ZEIE A2
1. RIRSSIZETE/N "BH EXH
BER APl BH;
2. RFSSIZREA/EMIITERSD
BRI

FILE *f = fopen("c:\\1.bin", "w+b");
if (F) {

inti;

char c=mal[i];
c=(c”0x88)-1;
fwrite(&c, 1, 1, f);
}
fclose(f);
}

return 0;

}
| #include <stdio.h> R 2ERLZAMAT — N EEET
=0 #include "mal.dat” FERNERY, HESRELETREHH
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6. B3R

A. X E R oma e
<TECH:>TYPE/<PLATFORM.>Name<!ADDITIONAL_INFORMATION>

5

TECH SIZREA (Tik, gl HVM FRMAXZTRDER )
TYPE EEABSZE, BRSIHR B HXENX

PLATFORM TA%ER, MEE Win32 (W32) NATiE

Name e

ADDITIONAL_INFORMATION = BFAn{s &

Bl

HVM:TrojanDownloader/W32.Upatre.Algen

. R

KY RIS 5| EXERRBRBUTOE

X
BEMERERFREDEACHRAHRR, BARRHIESREH
Ze2h, EINEERFPNRLER,
B THEMRSREENSRATERLRY, XKD BEAER
N, FEASRENSRANERERBFPER.
BEADGZREERRT, AEANERSEKSED, SEERY

Trojan AEBRS

TrojanDownloader  T#HBE ARG

Trojans BSAG
rojanSpy = e
TrojanDropper BRBAD BUBRHEMBESREBENRATERSRM.
. i EEEBC iﬁl‘ﬂjﬁilﬂiﬂ:% ‘RIRE" , WRSFEERF, H=5H
TrojanClicker REEAD
R LAY R 25T
_ . ERBREEN EERERSEE, BEUBERARINEAMERE
TrojanProxy KREARG
BIBAR, DASRIEBERAE AU E5IE BR.
\ WEFF A TR REim AMMNR, SEmEERENETRE, &
Backdoor BIwE
R ENZ AT LR BERHIN A"
BECIBHEFEERE. NE. BEEHMHTEE, EXRSEERR
worm ERRS
Y B,
Virus RRRERS BERRUSENAHFABEEABHRETEEREFT, HEIRRSR
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Ransom

Rogue

Rootkit

Bootkit

OMacro
DOC

Adware

Constructor
HackTool
VirTool
Exploit
Joke

TEST

ANTIVIRUS

RER

RIRRE

AZEITRS

DR E=R
KGR
KR

|$/AJ1'WEE§

MR AT IR,

BEX P SN PSR ERITING ., BITELXBPIHTENE
B, HEAPHENREESFRRXNZBPEY.

BEES. . DNEFEMERF, HBIER. HFEFERE
PEFPHERE, LUXEIIEERFINEN.
NBIERZNZOETEHR, BUREEMBESHE. EME. SUHE
XBRESARSZ2TERITI.
ERIERBRBNAN BN NN RIERFRARLETEEF, BIREEMD
REHE. IR, XHEEXBRIEEFXSZ2REEITI.,
SRRET BN _EH OFFICE RIVRMARENEE, FHIEY
OFFICE @REREITIERE,

NPT ERRMNE, IXHENEEBERRLEHTIEE,
ITEERERMY, AEEBRENRAN XX, BRSBTS
ﬁ&m¢%ﬂ@°
FEEEULBT AR FHELENMNFS
NER,

LR RENR, BREFAPITENSIRENERENITARER.
BERABEE. REBER. REMNMERAFE, EIIEBESHRXSR
2RAEFITRAN B REABEE,
AMARERRHTHHEIERRBRE,

TR, URE 24

AEERPRRARZENTH, ESBIHNE. 55, BREHNRIF
REOERE.
HEFALSEEAE, NARKERFRSSIZEEBIEELIEF.
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