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TR R Imiz=H SHEER, Hiz1Ta8< hrconsole --help

T
rootQ@ubuntu-s:/usr/local/huorong/bin# ./hrconsole —-help
hrconsole ——help
Huorong Endpoint Security Management System Client for Linux Server
Console

Copyright (c) Huorong Corporation. All rights reserved.

Usage: hrconsole [-h | ——help]
<command> [<args>]

These are common hrconsole commands:

stat Endpoint status.
scan Create scan task.
——full
Runs a full scan checks all files on you PC for threats.
——quick

Runs a quick scan checks your PC for threat activity in its

processes, critical files, and other susceptible areas.
<path>

Checks <path> files for threats.

——help
Show this message.

ZRB R T XA ERIRAIMRBER, LRINMTEE SRS AR e imEs.
BEERREFHSEEX ARG ERYER, &7 hrconfig --help, BIEREXBEIER.

NI
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root@ubuntu-s:/usr/local/huorong/bin# ./hrconfig —-help

hrconfig

Huorong Endpoint Security Management System Client for Linux Server
Configuration Management Tools

Copyright (c) Huorong Corporation. All rights reserved.

! Usage: hrconfig [Options...] <KeyName>=<Value>

Options:
——all Show all config.
—-set Set config value.
—-get Get config value.
KeyName:

server.address=<URL>
Server address.

server.policy-sync=<true|false>
Default value is true. If true, the endpoint automatically synchronizes policy.

update.automatic=<true|false>
Default value is true. If true, the endpoint is automatically upgraded.

update.database-only=<true|false>
Default value is false. If true, update only the malware definitions.

scan.auto-clean=<true|false>
Default value is false. If true, automatically clean malware when it is detected.

scan.quarantine=<true|false>
Default value is true. If true, quarantine malware before clean it.

scan.unzip=<true|false>
Default value is true. If true, the full scan detects the files in the compressed package.

scan.unzip-limit=<size>
Unzipped file limit for full-scan.The limit size in megabytes. Files that exceed the limit size will not be scanned.

<size> default value is 20, maximum value is 9999 and minimum value is 20.

scan.network-drive=<true|false>
Default value is false. If true, network drives are scanned during a full scan.

scan.exclude-file-extensions=<file extensions>
Default value is empty. No scan specified file extensions.For example, input ".gz;jpg" to exclude ".gz" and ".jpg" files.

filemon.enabled=<true|false>
Default value is true. If false, realtime file monitoring will not be available for monitoring the specified file path.

filemon.auto-clean=<true|false>

4.2 BREEZIRINE
BELRIRIHETIRES, FEMA®S hrconsole stat, M ctrl+c BHEERTE.
WSERFERKFZLLIHARAORE, 1ZLumEREAEE PO RIERIRTS, ZiRiRAMER,
LIRETR, KinDHE. LiRAY IP ik, MAC Bht, IRZIHIGIFRIEESRE. RE—RELSE. &
IRETEDH. RinfERRIPIFRIEER (FEUERBEL, RIBBTREESRA "Local policy” ) &,

TN
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Huorong Endpoint Security Management System Client for Linux Server
Console

Copyright (c) Huorong Corporation. All rights reserved.

Server : https://192.168.53.75:6080/
Connection Status : Connect

Version : 2.0.15.0

Definition : 2025-11-16 10:02
Client Name : localhost.localdomain
Group : RTHLZRK

IP : 192.168.53.99

MAC : 00-0C-29-62-C5-23

Policy-Sync : Yes

Policy-Name : 1

Sync-Time : 2025-12-02 17:44:29

4.3 ZiRAHiHEES

SRR ARIES, B!

£fB&EXK: hrconsole scan --full

HUEEZ: hrconsole scan --quick

BENXES: hrconsole scan /usr/bin

HAEESTRE, EREmERE, SRERE, EREENER, RmIEPER ctrlvq, BE&IE
i, ERCHENSRAVEHER, £/ enter BRILIERS P IESIKEH.

NTRERTR, LAREEZR6:

HRESERESRINENSERIIMESER, SHERIRESIHE.
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Huorong Endpoint Security Management System Client for Linux Server
Console
Copyright (c) Huorong Corporation. All rights reserved.

Server : https://192.168.6.236:6080/
Connection Status : Connect

| Version : 2.€.11.9

Definition : 2824-87-17 02:05
Client Name : ubuntu-s

Group Name : 3K % H £ iF

IP : 192.168.6.173

MAC : @0-1C-42-E8-9B-DA
Policy-Sync : Yes

Scan Task
Task Type : Full Scan
Task Creator : Local User
Scan Mode : Regular-Speed
Press F2 change scan mode.
Start Time : 2024/07/22 00:27:28
Task Status : Scanning
Scan Path : /usr/lib/snapd/snap-repair
[

Press Ctrl+g to end the task. Press Enter to pause or resume the task.

HsERE, ERIERIER, A ctrl+c RERBESHNEERS.

Huorong Endpoint Security Management System Client for Linux Server
Console
Copyright (c) Huorong Corporation. All rights reserved.

Server : https://192.168.6.236:60880/
Connection Status : Connect

Version : 2.0.11.0

Definition : 2024-67-17 02:05
Client Name : ubuntu-s

Group Name : K% 4B £ iF

IP : 192.168.6.173

MAC : @8-1C-42-E8-9B-DA
Policy-Sync : Yes

Scan Task
Task Type : Full Scan

Task Creator : Local User

Start Time : 2024/@7/22 00:27:28
Task Status : Completed

Duration : 00:03:29

Object(s) : 35585

File(s) : 30376

Threat(s) : @

Cleaned : @

4.4 EEEZIRECE

IEEELRIRIRFTEERER, ®9%: hrconfig -all

NI

1 26.72%
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root@ubuntu-s:/usr/local/huorong/bin# ./hrconfig —-all
server.address="https://192.168.6.236:6080/"
server.policy-sync=true

update.automatic=true
update.database-only=false

scan.auto-clean=false
scan.quarantine=true
scan.unzip=true
scan.unzip-limit=20
scan.network-drive=false
scan.exclude-file-extensions=""

filemon.enabled=true
filemon.auto-clean=false
filemon.quarantine=true
filemon.scan-mode=w, x
filemon.skip-path=false

filemon.conf-skip-path:

log.retention-time=3@
MFEEERENREIEE, FEERZEERIGS.
LIRER ROt B o451 :
{ERA®<: hrconfig --get serveraddress

TN

llroot@ubuntu-s:/usr/local/huorong/bin# ./hrconfig ——get server.address
server.address="https://192.168.6.236:60680/"

RINEMIRE, o

SREVRRREARE . hrconfig --get server.policy-sync
REXNBsIARIRE : hrconfig --get update.automatic

RN EFTmEsEEIRE . hrconfig --get update.database-only
SRE R ISRt EENEIEE . hreconfig --get scan.auto-clean
SREEPRBIFRE IR E : hrconfig --get scan.quarantine
SRE I ELE SRS E . hrconfig --get scan.unzip
SRENESE SR /INREEE : hreonfig --get scan.unzip-limit

SR RLRIRENSEIEE . hrconfig --get scan.network-drvie
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SRENAI T BB XMHEE . hreconfig --get scan.exclude-file-extensions

SRENSZ4SCRT WA . hreonfig --get filemon.enabled

SRENSZ {4 SOR et - RIS AR E . hreconfig --get filemon.auto-clean

SRESC (SR et - iR =TI E . hrconfig --get filemon.quarantine

SRESC A SORT et -1 3ERd#IRE . hrconfig --get filemon.scan-mode

SREN S SERT IS 12 - ARSI IR RIRE . hreonfig --get filemon.skip-path

SRENSZ {4 S0RT WS 12 - RIS SIS RMNIIRE . hreonfig --get filemon.conf-skip-path

SREN A E(REBRENRE . hrconfig --get log.retention-time

4.5 {ZPeECELR

NEEHFEIEE, < hrconfig --set update.automatic(Bc&+R)=true/false

IMERR T EF WA Lin SHORRIRELY, NWERNTMER:

You can modify the automatic synchronization policy only after it is disabled. Do you want to
continue?[y/n]

y, BRMEN, FERERISECEIZHT false K.

n, BGEIEMECE.

LUEKIBEhAHRIRE G, FES hrconfig --set update.automatic=true

root@frank-virtual-machine: fusr/local/huorong/bin# ./hrconfig --set update.automatic=true

update.automatic=true

4.5.1 (SOt
hrconfig --set serveraddress="https://192.168.2.200:6080"

/1 BTN
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Change configuration successed.
server.address="https://192.168.2.200:6080"

/] EBRM, BCENMHRIEEIR

Change configuration failed. Access error!
BINTCRAAI O L

hrconfig --set serveraddress="xxx"

/] BNFROHIE TG RIS

The entered server address cannot be connected.Do you want to continue?[Y/n]
/] n BFERECE

/Y BEAEHMFERE, serveraddress iEEH false
Change configuration successed.

server.address="xxx"

4.5.2 (EERIBRZEE
hrconfig --set server.policy-sync=false
/1 BTN
Change configuration successed.
server.policy-sync=false
/] BB, BeESHHIaEIR
Change configuration failed. Access error!
/] BB, BCEEBABIR,

Change configuration failed. Invalid value!
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server.policy-sync=<truelfalse>

Default value is true. If true, the endpoint automatically synchronizes policy.

4.5.3 (ENEMAFKEE
hrconfig --set update.automatic=false
/] AE2RTD
Change configuration successed.
update.automatic=false
/] EBRM, BCENMRIEEIR
Change configuration failed. Access error!
/] BRI, EEEERMAEIR, MNEARA "true” BiFE "false’.
Change configuration failed. Invalid value!
update.automatic=<true|false>

Default value is true. If true, the endpoint is automatically upgraded.

4.5.4 (ENEHESELE
hrconfig --set update.database-only=true
/] ERRLN
Change configuration successed.

update.database-only=true

/] BRI, BeEMHHRIAEIR

Change configuration failed. Access error!
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/] EBKRY, BEEEBAEBR, BMNEARN "true” BiFE "false”,
Change configuration failed. Invalid value!
update.database-only=<truelfalse>

Default value is false. If true, update only the malware definitions.

4.5.5 EREMmEsHBMEREE
hrconfig --set scan.auto-clean=false
/1 BTN
Change configuration successed.
scan.auto-clean=false
/] BB, BeESHpIaEIR
Change configuration failed. Access error!
/] BB, BCEEBAER
Change configuration failed. Invalid value!

scan.auto-clean=<truelfalse>

Default value is false. If true, automatically clean malware when it is detected.

4.5.6 (EXAIRRIRENXSE
hrconfig --set scan.quarantine=false
/] AE2RTN
Change configuration successed.

scan.quarantine=false
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/] EBRM, BCENMRIEEIR

Change configuration failed. Access error!
/] EBKRY, BECEEBAER

Change configuration failed. Invalid value!
scan.quarantine=<true|false>

Default value is true. If true, quarantine malware before clean it.

4.5.7 {EpIEEEIRHSE
hrconfig --set scan.unzip=false
/] 1EBURRIN
Change configuration successed.

scan.unzip=false

/] BB, BeESXHpIaEIR

Change configuration failed. Access error!
/] EBKY, BECEEBAER

Change configuration failed. Invalid value!
scan.unzip=<truelfalse>

Default value is true. If true, the full scan detects the files in the compressed package.

4.5.8 {EeEGESUFE KR IMRHISE
hrconfig --set scan.unzip-limit=100

/1 (&R
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Change configuration successed.

scan.unzip-limit=100

/] EBRM, BCENMHRIEEIR

Change configuration failed. Access error!

/] BB, BcEEBAER

Change configuration failed. Invalid value!

scan.unzip-limit=<size>

Unzipped file limit for full-scan.The limit size in megabytes. Files that exceed the limit size will
not be scanned.

<size> default value is 20, maximum value is 9999 and minimum value is 20.

4.5.9 {ZeAmMLEIREN=ER &

hrconfig --set scan.network-drvie=true

/1 BTN

Change configuration successed.
scan.network-drvie=true

/] BB, BeESHpIaEIR

Change configuration failed. Access error!
/] BB, BCEEBAER

Change configuration failed. Invalid value!
scan.network-drvie=<truelfalse>

Default value is false. If true, network drives are scanned during a full scan.
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4.5.10 (EXAAET BaX{Hthaes

hrconfig --set scan.exclude-file-extensions=".gz;.jpg"
/1 BTN

Change configuration successed.
scan.exclude-file-extensions=".gz;.jpg"

/] BB, BeESHpIaEIR

Change configuration failed. Access error!

4.5.171 {EBC LRI ISIEINRERTS

hrconfig --set filemon.enabled=false

/NEBRRE

You can modify the automatic synchronization policy only after it is disabled. Do you want to
continue?[Y/n]y

Change configuration successed.

filemon.enabled=false
/MERKN, BeESFRInEIR

Change configuration failed.

/MEBRY, BCEEBAER

Change configuration failed. Invalid value!
filemon.enabled=<true [false>

Default value is true. If false, realtime file monitoring will not be available for
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monitoring the specified file path.

4.5.12 (ERFSERT IS - RIS RS B
hrconfig --set filemon.auto-clean=false
//ERT
Filemon status is closed.

Change configuration successed.
filemon.auto-clean=false
IMEBIERM, BeESHHRIREIR
Change configuration failed.
/MEBERM, ECEERANEIR

Change configuration failed. Invalid value!
filemon.auto-clean=<true|false>

Default value is false. If true, automatically clean malware when it is detected.

4.5.13 (Ee 4 RS st - B B IR &
hrconfig --set filemon.quarantine=false
//ERT
Filemon status is closed.

Change configuration successed.

filemon.quarantine=false

/MEBERML, BeESHIa)iEiR
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Change configuration failed.

/MEBRY, BCEEBAER

Change configuration failed. Invalid value!
filemon.auto-clean= <true|false>

Default value is false. If true, automatically clean malware when it is detected.

4.5.14 (ER0d Rt s - Fiapdtiig &

hrconfig --get filemon.scan-mode=r,w

/MNEBRRE

Filemon status is closed.

Change configuration successed.
filemon.scan-mode=r,w

/MEBERML, BeESHIa)iEiR

Change configuration failed.

/MEBKY, BCEEBAER

Change configuration failed. Invalid value!
filemon.scan-mode= <options>

Required value is "w". Multiple options separated by ",".

options:

w: Scan after file modification.

r: Scan on file read.
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4.5.15 (ERFSERTisE - AR EX ISR E

hrconfig --set filemon.skip-path=false

/MEBLRLEI

Filemon status is closed.

Change configuration successed.
filemon.skip-path=false

/MEBRY, BeENHRIEEIR

Change configuration failed.

/MERRY, BECEEEIR

Change configuration failed. Invalid value!
filemon.skip-path=<true|false>

Default value is false. If true, filemon will skip the file path configured in

filemon.conf-skip-path.

4.5.16 {ZR0 LT isis - AR iEEERERNIC &

/[N ERR R

hrconfig --set filemon.conf-skip-path -a /home/ubuntu-s home

/BB ERS

hrconfig --set filemon.conf-skip-path -d /home/ubuntu-s
//BEAABEERER

hrconfig --set filemon.conf-skip-path -c
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/MEBLREEI

Filemon status is closed.

Change configuration successed.

/home/ubuntu-s home

1 row in set.

/MEBERML, BeESHIa)iEIR

Change configuration failed.

/MEBKY, BCEEBAER

Change configuration failed. Invalid value!

filemon.conf-skip-path <options>
Configure directories to be skipped during file monitoring.
options:

-a <path> [note] Add the specified <path> to the skip path list. Wildcards (*,?) are

supported.
-d <path> Remove the specified <path> from the skip path list.
-C Clear all skip path ruleset.

4.5.17 (ZBAEFREREEE
hrconfig --set log.retention-time=30
/1 BTN
Change configuration successed.

log.retention-time=30
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/] EBRM, BCENMRIEEIR

Change configuration failed. Access error!
/] EBKRY, BECEEBAER

Change configuration failed. Invalid value!
log.retention-time=<days>

Number of days to retain logs.

<days> default value is 30. maximum value is 180 and minimum value is 1.

4.6 [REXIRE

Linux BimxiFRE X, MEEREUENRFERBEX T, BAFAKESSFTENRE XTI

=. MR, EEEERE.

4.6.1 HEREXIH

FlsRCo

cd /usr/local/huorong/bin

/hrquarantine -r -i 5,10

BN WERBEXS 1D 79 5 2 1D 7 10 NREE TR ERIRE AIhFIRE KMAISUHEE
BREERBXMHFIFRSAIID 7 5-10 WXEHELHIKE. HARXHEREE, HEHKEEL

B,

241/ 296



KA BRIBIRAT

on:Anti-virus

root root ¢ Mar
roo ot 37318 Mar
root root 360 Mar
root root Mar
root root 1 Mar
root Toot : Mar

[rnnt@lncair

4.6.2 HIBRFRE X34

AN
mp<y:

cd /usr/local/huorong/bin
J/hrquarantine -d -i 3
B MpRRE XA ID 7 3 HIREN, TR ERIMRAIIAMBRAEMAISGEE, BREER

BXXHFIFRSKI D /5 3 BN BEHEMIER.
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4.6.3 {REVRERXXHF

AN .
AR< .

cd /usr/local/huorong/bin
./hrquarantine -e -i 1 -p /home/test
BN 1ZBPREXH ID 5 1 BFREHZE home BR TR test BRF, HUTEETEZIMERATHFOM

PRCMAISHERE, HNRBSUHRT B RATERHREUNTIHERISE

[root@localhost

4.6.4 5 HHEE R

AN
mp<y:

cd /usr/local/huorong/bin

./hrquarantine -I
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B FIHRE X ARIFREE S,

e e e e ]

4.6.5 SRR R SAKX

AN
mp<y:

cd /usr/local/huorong/bin
./hrquarantine -s

BY: ERREXANREXEGSRSRZEAN.

[root@localhost C local/huorong/bin

[root@localho in]# ./hrquarantine
' 18MB of di

4.6.6 EEFHED

AN
mp<y:

cd /usr/local/huorong/bin
./hrquarantine -h

B EEREXEFSRA,

n:Anti-vin

Viru
-Viru

-Viru
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[root@localhost /l# cd fusr/local/huorong/bin
[root@localhest binl# ./hrquarantine -h
Usage:
hrguarantine -h
hrguarantine -1
hrguarantine -
hrguarantine -
hrguarantine -
hrguarantine -e

[-1 [1d]|range [Options]
[-1 [1d|rang [Option
[-i [id|ranges]] -p DIRECTORY [Options]

d
:

1d
Specifies a decimal number that identifies a record.

ranges
You can specify a 1d range by a pair of ids.

Commands :
w this
item of quarantine
:pace of guarantine
remove file from quarantine
estore file from quarantine
extract file from quarantine

i i
o wm ~ 0o

™

Options:
-3 2

Example:
hrguarantine -d -a remove all file
hrquarantine -d -1 1 rem file at the id 1.
hrguarantine -r -1 5,18 tore file from 1d
[root@localhost binl# §

4.7 EEHE

MFHER L EERRIARESHIERES.

4.7.1 EEAFERERD

FEAm<S hrlog --help EEREHEH ST,
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root@frank-virtual-machine: fusr/local/huorong/bin# . /hrlog --help
Huorong Endpoint Security Management System Client for Linux Server
Log viewer

Copyright (c) Huorong Corporation. All rights reserved.

Usage: hrlog [-h | --help]
<command> [<args=]

These keys can be used to view log content:

UpArrow Backward one line.
DownArrow or RETURN . Forward one line.
PageUp Backward one window.
PageDown .. Forward one window.
Space ... .. Forward one window.

These are common hrlog commands:

--function=<functionil, function2=
Show the logs of the specified function. Function can be scan, update.

--since=<date=

--after=<date=
Show the logs more recent than a specific date. <date> format can be "YYYY-MM-DD" or "YYYY-MM-DD hh:mm:ss".
For example, September 27, 2822 at 6 p.m. is represented as 2022-89-27 18:00:00.

--until=<date=

--before=<date=
Show the logs older than a specific date. <date= format can be "YYYY-MM-DD" or "YYYY-MM-DD hh:mm:ss"
For example, September 27, 2822 at 6 p.m. is represented as 2022-89-27 18:00:00.

--format=<format=
Pretty-print the contents of the logs, where <format> can be one of short,full.

--show=<ID>
Show the complete logs for the specified <ID>.

--help
Show this message.

4.7.2 EEAERABE

BES HERBSIFAEE.
BERBEAE®HSA: hrlog --format=short
EEATNERATN ID, BEAEE (FHRBE update/BxHE scan) , AERTE, RASHEE:

TR ABSERARAIERMANRIRIRAS, BERATERIEERESKIHFSE.
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1
Update
2023-06-26 15:25:

Auto Update Succeeded, version:

2

2023-06-26
detected during Quick S

3

scan

2023-06-26
detected during

4

scan

2023-06-26
detected during Qui

5

scan

2023-06-27
detected during

6

scan

2023-06-27 14:
detected during Quick S

7

scan

2023-06-27
detected during

8

scan

2023-06-27 14:49:51

Press RETURN for more, or ESC to quit.

BEEFHBEEDSH: hrlog --format=full

HFHHEEREE IDBEEE (AR HE update/ERHE scan) , HEE, AEBHEXEEERNF
BAE: ARATEFRARER. ARG (FIAR. BoFAR) . BRIRIERASIARFHREIENE
B, EXESFBEEREREE (288K REEREENER) , ARFHaiafirrREE, 3

XIS EL, BB R AR E.
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1
Update
2023-06-26 15:25:29

Mode: Auto Update
Result: Succeeded, version: V2.0.8.0
Files downloaded:
2023-06-26 15:25:28 fusr/local/huorong/share/xsse/libvxf.vdl
6 15:25:28 Jusr/local/huorong/share/xsse/libvxf.dat
B 15:25¢ Jusr/local/huorong/share/xsse/libvxf. tdl
15:25: Jusr/local/huorong/share/virdb/hwl.db
15225z Jusrflocal/huorong/share/virdb/prop.db
6 15:25: Jusr/local/huorong/share/virdb/pset.db
2023-06-26 15:25: Jusr/local/huorong/share/virdb/troj.db

Files updated:

2023-06-26 :25: Jusr/local/huorong/share/xsse/libvxf.vdl
Jusr/local/huorong/share/xsse/libvxf.dat
Jusr/local/huoreong/share/xsse/libvxf. tdl
Jusrflocal/huorong/share/virdb/hwl.db
Jusr/local/huorong/share/virdb/prop.db
Jusr/local/huorong/share/virdb/pset.db

2023-06-26 :25:29 fusrjlocal/huorong/share/virdb/troj.db

ID: 2
Function: scan
PERH 2023-06-26 17:22:08

Scan Type: Quick Scan
Definition: 2623-06-08 18:10:20
Started at: 2023-06-26 17:21:49
Duration: 00:00:17

Object(s): 2429

File(s 2403

Threat(s): @

Cleaned: ©

3
scan
2023-06-26 17:35:

Scan Type: Quick Scan
Definition: 2023-06-08 18:10:20
Started at: 2023-86-26 17:35:29
Duration: 00:00:21

Press RETURN for more, or ESC to quit.

4.7.3 SEFARVERE
SIEFEEIEEEERE, < hrlog --function= "IHgE4& (scan, update) ”
BILMEEREAINEE, & ADE, hrlog --function=scan, 5F4HE hrlog --function=update,
AL ENEIERATHOARBE, HEZEES “, " 988, <A hrlog --function=scan,update

NI
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i
Update
2023-06-26 15:25:29

Auto Update Succeeded, version: V2.0.8.0

(END) Press ESC to quit.

4.7.4 {RIERAEEEE

IFEEEENEEERN RS, BiEtgl/: "$F-H-H IR, a0 "2022-8-18 20:22:00”
* WETLMXER" &-A-8" , wW: "2022-7-13" , EEF" 2022-7-13 00:00:00"

BEEREXRLKRIERE, BERE >= date

hrlog --since=<date>

BEEEXREHNESE, BERE > date

hrlog --after=<date>

EEE U%%E’JE’U\: IL,\H:“E—.] <= date
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hrlog --until=<date>
BEEXRUFINES, BERE < date
hrlog --before=<date>

TN

BEELRRIRET) 2023 £ 6 A 28 BRIER, @</9: hrlog --until=2023-6-28

10z 1
Function: Update
Date: 2023-06-26 15:25:29

Auto Update Succeeded, version: V2.0.8.0
ID: 2
Function: scan
Date: 2023-06-26 17:22:
0 risk(s) detected during Quick
ID: 3
Function: scan
Date: 2023-06-26 17:35:
0 risk(s) detected during Quick
ID: 4
Function: scan
Date: 2023-06-26 17:41:26
0 risk(s) detected during Quick
ID: 5

Function: scan
DEL-H 2023-86-27 14:17:

® risk(s) detected during Quick

ID: 6
Function: scan
Date: 2023-06-27 14:43:

0 risk(s) detected during Quick
ID: 7
Function: scan
Date: 2023-06-27 14:47:
0 risk(s) detected during Quick
ID: 8

Function: scan
Date: 2023-06-27 14:49:51

Press RETURN for more, or ESC to quit.

4.7.5 SFRETHRE

SIFBMASZT RIS, EENaRMRNESEE.

NEH 2023 F 6 B 27 B, 2023 F 6 B 28 HRIWERAE, @</9:
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hrlog --function=scan --since=2023-6-27 --before=2023-6-28

ID: 5
Function: scan
Date: 2023-06-27

0 risk(s) detected during
ID: 6

Function: scan
Date: 2023-06-27

0 risk(s) detected during

ID: 7
Function: scan
Date: 2023-06-27

0 risk(s) detected during
8
scan
2023-06-27
0 risk(s) detected during
ID: g
Function: scan
Date: 2023-06-27
0 risk(s) detected during
ID: 10
Function: scan
Date: 2023-06-27
0 risk(s) detected during
ID: ks |
Function: scan

DER-H 2023-06-27

0 risk(s) detected during

4.7.6 EEIEE ID RERE

ERREERNESEAEREAE, JLMERmSESSE ID BSNFE (8) B,

fign, &EiF 1D 9 1 N=EBHEE, <A hrlog --show=1

Function:

251/ 296



KA BRIBIRAT

FHhE NABRIEELERZESR-Linux £
H hRLR %

5.1 A

KAZELRENNAFRMERSER. RAEH. SE/RBXINEERELEAOLUIR SRR imRA

GNESE e

W uass

KB TEAEARAP A A
BEfidh 321 X

EREERVESHYUENBRERFIRE. REHARE. S, RS, BRARMG. REXEMEM

252/ 296



KA BRIBIRAT

YIEFEHER TN UER. SRERDEERVESH, BEE/ , MUNALERSANZEMEX

KigFt, BRRAEK.

W uass

KBIETERIF AR
BEfRf1F 321 X

BReE [£88XR] DN REMNEHTREEEER.

(1) Bk BRIFNEIDRSEEERES, <& [FIE] &, ERHMARErRE (1
] TRIESFIERES, FREARERNEIESAAR.

(2) & BRUEEIMRSERMES, RE [FF] &, BEEREZHANGEERS, =/
& [4k4e] ITRSSRIERESHEER, HERFNIAESHTER.

D BRAEELT, REERMBSSRRERRSITES, TG IERES.

ik
&

(3)

. BEAEENT, RESERIESSETNLR, BINRERRERURE HAEE

it
=

(4)

5.

(5) EXRTHEBHX: AiEtlE, BREERMESERTMZE, BEMXAHEN.

253/ 296



KA BRIBIRAT

P ugse = eseh
:O IEfRd TR

apd/ifupdown.sh

BEERMESZIITTNE, WREIMEHAKKET, BARFRTImRENSR. ESRENEEMES

FIEER, BRRE (5] HHESREZRERH.

254/ 296



KA BRIBIRAT

KA ARR TN

Bl

E FifvTE - 15534 : S FEet : 00:00:38

A\ B : ot Y AERE : o

REERESHITTHE, MABINEIE, WSBXEIMERTEAF, BRTBTIEREENZ

EEXBSLIRE .

255/ 296



KA BRIBIRAT

P u@ss =essr
C) HRIMPAFETE -4, BWGIENLME

—  EEER

M mH

:C) A MR IALIETE A%

AT &=

[F] f#tixis : sared (O &met : 00:00:48

A\ RIRE : 151 M aERg : 151

256 /296




KA BRIBIRAT

2. REEFR

REERDESHY U ENBRERFIRE. REAE. S, RS, BRAKMG. RBUBIXLH

RYUEHITHIMER. REERDEERVERNERERRYD, MUERERERIR,

AF&E (REER] BTN SEMEH TR S REE R,

O uagss

KBAEFERIFHE AR o
BEffR 321 X

REERMESUBERERTSEEEFRER, FHREENEEEREE.

BEXERVEATEENERERME, HEAFEREREEFHEER, PEERMESZEMNRE.

BREE (BENER] &, BREENERMERRT (RE] X HREENERIEHT

WEER.

257/ 296



KA BRIBIRAT

O was=s

KBAEFERI AR i
O EaEaEe

R 2026-04-27 10:05

O wmgs =esen

IEFEHT B X13iH

J/boot/grub1386-pc,/regexp.mod

5 [ Zxsasashai B Rt 00:00:02

BENE#ERE

BENERMESLEERNEFSEEEREE, FEEELe

258/ 296




KA BRIBIRAT

5.1.2 [RAPLEH

KFZ e RimE TURM T RIRRAEEIIRSERAERRT, ALEARFNGERRRA, K
TEEmIRHERRAE UL,
AR RERANMEEEATRIEE, RincEENAREmRAER, WREERIEmRENERN

WA, SIERRAPIEREHIRAE, BFRBTERESEN NARHNZEIRIRITRA.

W kTR

TR ABE B AThRA

LHIARA
S

5.1.3 (BH/REX

KPZERHERE T EE/REXRELAALD, HERFREEEREEISHCSEEIREREN
X,
1. RBEX

KL BnRBEARCESIRSEIXYE, RENEEENERE, IMESERKEE, FlE

259/ 296



KA BRIBIRAT

SRR X R EHTH RIS RIS
RRBEEXFReZnEana tE [REX] #AREXTHE, TEEREINATEXEI 4.
(1) WkR: BRETREXSIXYE, BEATA (MER] &H, BAIRRSRREXEFRIX
AALEEZ
(2) WHE: BRETRBXPINXY, BEATA [KE] &, ARESsINEEARRE,
FERE.
(3) B BPETREXSIXY, BEATA (R &, BARBRARNEEAZEE

B=x.

W EaX

o PR E=(a]): 6.2MB
L] Srfemds TG
O

2. FEKX

KB R LIRS ST /ST /AL R ETETES, PP AR IS EmIE, AR

X, WHRPHUMBASHRFESS I ETER R, R SGFEEENmEERHEE.

260/ 296



KA BRIBIRAT

W X

B &

Ll
[
2
[
=
8]
Ll
[0

5.2 ZiRls=

X FZeBRiRRHRFEEARNKRIRASERAD, AFRREEA LA [BinER] Bix, JEESAH
LiRAIRImER. P, MACHIIEFHENEMER, UIREEESRE. &A—XELSHE., RinERRY
REEEIR (BEUERISEY, RIEBRSETA "BinAHRE" ) | BinFIESHEH. XALHRE. 7%

BERE. SHOEERRESEHER.

261/ 296



KA BRIBIRAT

hme-PC

HmERELE -
[l (E] :

g <
HiRaE -

5.3 BESIIHEE

KAZSEHRHT FRIRE. 22T, WEK. SEK. BRE. LEEF. KRANE.
LREAT. XT KA O NIBEBHEAD, BFSEA LA (ESHE] &I, HTIe RS,

R AT R IHRETTE.,

262/ 296



KA BRIBIRAT

=T
HFRE
fE=x

=l
1S

5 K K [ o

KEBAETER TR YRR i
O{RN 321 K

5.3.1 £2i88
FAFERE (RKHHRE] 17HRE, ERERTNERAR. BERT. PIEEm S EEEst

TEENXEE.

263/ 296



KA BRIBIRAT

) ==

D FEERE

@ ialEs

BERARE

5.3.2 £H8%E

AFARE [(R£AF] IFEERE, RAERIRNATER, FFAFEE ARMERFEE
T IFMRFATER, BAERARES (RORBAZILERASE, KnRARARNSRAT) 5

BATRAESHIRI .

264 /296



KA BRIBIRAT

5.3.3 RFEBEX

KPR LR ERMG IR SEN G, S3NEEEHERS, IMEEERHFEE, JUE
SRR X R EHTH R RIS AR S5

BRERT (REX] #EAREXRE, EERENEXEEST.

265/ 296



KA BRIBIRAT

o AR 3=(A): 8.2MB
L] rfFeE (ZELiE
]

5.3.4 (5{FX

KBRS /SIS PRI ETEIAS, P RAZ SIS amILE, ATLLRINE(SE

X, WHRPIMBASHSIRES I EREREE. BRI EEENIEBREEE.

266 /296



KA BRIBIRAT

W X

4

5.3.5 BEEHH

KPZERIFF FaIERIRA, MEIFRSEERESEH.

267 /296



KA BRIBIRAT

L ETAR
LR

5.3.6 BXRENE

KR RIRRIRNEERKAS N, SEREFORESHNEERRKASNGE, *E&IiHT

R (RRNME] EEEEREKAL .

268/ 296



KA BRIBIRAT

P wms=

H—=

BEAT : 14011112221

5.3.7 EiREic

KL LLMBHEEEER, SERFEAFEISENEE, BRTLERERRASE (£

nSic] ERRESEICER.

269/ 296



KA BRIBIRAT

| I ES

5.3.8 XTF i)

KPZERIRRURTXAREREE, BFIRE [XTHI] EEXFRNRER.

270/ 296



KA BRIBIRAT

W umss

KBIEFERAF R AR f
W T4

KB

271/ 296



KA BRIBIRAT

B E KPEFIRnRLEERS-macOS £
iy

KL RTEEERRLTEERRIFAREMIFINEIITRR, FTLERIEEBRFHERRES. K2,

)

MR, TERL, BEEEFREAM, NAFPZREHRIFIGITINEG,

6.1 B

KPZERIGENARPRARSER. WAEH. SE/RBEXIIEE. 4L nEIRERE RIET

AAL., EENERERURIRERERA. BEERFISEERTLD (REF0) BHER.

Ei%?%qﬂtt.\ =] 2

Frhithit: 192.168.3.41

X IEERIP AT R AN
BRI 99 K

Kg#s: v2.0.8.0 < fEERE: 2024-11-14 11:39 fREX EEX

272/ 296



KA BRIBIRAT

6.1.1 /EER

EEARSEREZR, FTEE [BASZ2ME] PHABXAREE RN "STEHENERR" |

BT EERRSEREE.

ST ETHE)ABR
BN RORITIRE", T HRIPHE SRR TRR SR PSR
RELIRARITRAL,

BR XEREE BXE B

@ smanne SAF LT App A "EBRE" . “AB" . Safari MK
8 RE. RENSES, MRkMac EREESH
- SAE® BoEESRSHIR,

L EEEEHERE .

g xR
o AR
Ly sot
¥l #ruIa
:4 r&

"".sem
)

HE"REESRH"

—

. ERER

ERERPVESHYUENBRERSHE. Balll. kRS, ERREIWIEFREHERTEHNE

. ERERPEERESH, BEES , AUNAKERSAZEEBAKER, BEANERK.

o

273/ 296



KA BRIBIRAT

=} &§ R O 2

EAuithit: 192.168.3.41

K IEFERIP IR R B AN
BRI 99 X

hR7s: v2.0.8.0 & JmEsEE: 2024-11-14 11:39 BEX BEX

BR&aE (£88XR] N AIMNEH TRSEEER.

(1) Bk BRIFNEIDRSEEERES, <& [FIE] &, ERHMARErRE (1
] TRIESFIERES, FREARERNEIESAAR.

(2) & BRUEEIMRSERMES, _E [EF] &, BEEREZSHANGEERES =/
& [4k4R] ITRSSRIERESHEER, HERFNIAESHTER.

M. BREEENT, REERMIESSEREBRNSHITES, F2REARGIEES.

3k

(3)

. BEAEENT, RESERIESSETNLR, BINRERRERURE AT

it
=

(4)

5.

(5) EXRFTHEBHX: iEtlE, BREERMESERTMZE, BEMXEAHEN.

274/ 296



KA BRIBIRAT

L EEZEHL = 2

—O TEETHE i

/System/Library/ExtensionKit/Extensions/AccessibilitySet...sion.appex/Contents/MacOS/AccessibilitySettingsExtension

B8 TR B EhAl, EFrE: 00:00:01

—

AL
2.

£

SITRME, RATMEEXEI, HARFRRIAREENSR. ESHRSFAMES

FIEER, BRRE (5] HHESREZRERH.

EERAPD

AR R R IR

N BB

N

[E] mmxgm: m (© #mrd: 00:00:12

A BBREg: 04 M a=ERg: ot

275/ 296




KA BRIBIRAT

REERESHIITTHE, MABINKEINE, NSBXRIERTEAF, BRYTBTEESENZ

i = R

HRIMREIRR 1, BINLANEE

BB

RBIRE

/Users/huoronganquan/Desktop/ & & & X {43/0d53d995a4e7d164660285921f8441d551461aeb

ERER ik
=R

/Users/huoronganquan/Desktop/ & & % X {43 /0ad566339ed84407d399ba626534b0647684e401 >> [NSIS].nsi
[&RF

e
/Users/huoronganquan/Desktop/ 7 & % 3 {4:3/1dae85573646e58711ba17e116dcc7d7¢910ce02 >> [NSIS].nsi
[&ER

/Users/huoronganquan/Desktop/ K& X {43 /1c9be7d76c98fc64ef62e24457cab5ddcaadaZch
[T&REF

a2

/Users/huoronganquan/Desktop/ & & 1 X {43 /0e34ace865cd5f328e7b68482c2cec692058ee43
[E8F

s

/Users/huoronganquan/Desktop/ 7 1 {43 /1ff4499¢ 5d27909f09a4bfof2dfbc540febe3cff
[&RF

#5abE

=i [(ZRPRE] 7, RiniSEtEEENEIN, FARFRRMBER RIS ER.

276/ 296



KA BRIBIRAT

&R

Fi R KBS T4 3R 5E Ak

RREEHE

El sz st (V) ZmEm: 00:00:01

AN\ REER: 64 RERER: 64

REERDESHY U ENBRERSHE. Balll. RS, ERREHNRFSXBUSXEHRE

FTEIMER. REEREERMEBNEEERRY, MUEREERR,

AF&E [REER] RIS H TR S IREE R,

277/ 296



KA BRIBIRAT

L EEEhn O &

I‘L,'I TR T IREI B
L

B REREE R EFAE: 00:00:01

—

RAHE
...

_I /usr/libexec/searchpartyuseragent

A

KBMEXH

REERESWEERNERSEREEREE, FHEFEIEEERIEE.

BEXERVETEENERERME, HEAFEREREEFHEER, MEERMESENRE.

BReE (BEXER] &, BREENERUERRE (ME] AIENSptENERUERT

mEERES.

278/ 296



KA BRIBIRAT

® eEEhL O 2

O= EaEmTasExas it

D = /Users/huoronganquan/Desktop/installer-2.0.15.0-20241129.exe >> EssUpdate.exe

B BRFTRE B EIFA EFATE: 00:00:05
BHEX g

/Users/huoronganquan/Desktop EEAH

BEXEREFLEERFRRTSEEEF:MERE, FHEENEEERIEE.

6.1.2 {FsChdisi=

EEAN LR REINREC R, FEE (RFASREM] RRIFAARERIFRRE "RET R |

i1y

N FEiZAsE FASZ {4 SERT i DI RE.

279/ 296



KA BRIBIRAT

AR RIEFRE
FEERR RO R, BITHRE - R2MSRIHITER,

< BRSREH

=) @ Appler#

=~ Sii5R&

b BusREH Rt

5 SESRFS AIFMATALE THNRBRF
App Store

® ans App Store FHEATTHFRE
@ == o (R

B rarires

® =

& MEEE
[ EES
B prsea

® e

@ =xmr

ﬂ Game Center

& %85 Apple Pay ® =

REFMAEF “KAREEE" HRARGERELDA,

B scormmE

U aemst

Rft

B as ® vy

L

STEWLS BN

e e 2ot

EERNHERE BRI AL EERETE, RERHARSIREX AL REIIgeHTRIRR

8. JLUSFRENMHENRRY, SIS AHTIICIN G EERE, ERRSER. AR

[EEFERERT, LHRPAFNSREAZRSRE.

280/ 296



KA BRIBIRAT

Eﬁfqﬂlﬂ,\ [ Je}

ErOEHE: 192.168.3.41

K IEFERIP IR R B AN
BRI 99 X

hR7s: v2.08.0 < JmEsEE: 2024-11-14 11:39 BEX BEX

6.1.3 kRAEH

KAR S E TR T ISR A SRS ERAGEET, ASEERTMRERISRE, &

TEEmIRHERRAE UL,

AR RERANMERESTHHRZE, RinzBielSmERRAER, NRRERRIRRENERN

WA, SIERRAPIEREHRAE, BFRBTERESEN NARLNZEIRIRITRA.

281/ 296



KA BRIBIRAT

IEFEIREVRSZSBFARIER. .

YATARAS: vV2.0.8.0
SHElmESEE: 2024-11-14 11:39

6.1.4 BRI

KinZHRIERGIPFRIETRTY (KA+HO] i, KRGERNAROAND, RFEIISEERNAES

[BYNER

282/ 296



KA BRIBIRAT

EEERL

KB IEFE R IERY B A
ERF 3 K

ARAs: V2.0.11.0 # fEEEE: 2025-12-03 10:05 I8z A Rty REX EEX

R A OREPNERPOEER DFRE THIEHER. HEARAERNBMUBTA S SIS mER

SRR, ERFERMFE, BT RERERMEEIERREMASNRENRG. /& [T
], FHETE, RTEATED 31, THRRISRY, [E (FI7F] IR _df (3177

MHK] |, BN RRERERS, FEMEINMREME.

283/ 296



KA BRIBIRAT

iz ey

ERARA macOS ERREM  arme4 L Btk ER

aEBIR
1.0MB I iXf TR, ATEAMFETHER

i BHEARTR
THHE (9) ' b 3, ATFEARFETAR

S (9)

E—TEAAAKIA, BTERN

test (3)

test1 (1)

FAFRIE &S IRPEEREHTHR TEESTIE THoTARRHER. TP T EES S FH

17 (BUE] (EiF] FEF, ST HoemrIREFHT (FIFF] [FIFHsk] 8. =& [2888=],

BT EERSIRICR, BARIBRS .

284 /296



KA BRIBIRAT

Bz FAF

EAHRS macOS EBRE amé TSR

piic A=
1.0MB

Rtz (3)

i~ B&ARTHE
TIRIFEE (9) ) 4.1MB e

EHERME (9)

M

test (3)

test1 (1)

XEAFEEXNTATHNER, 812 "NAPL" FREST, MRRERIRAF THRRARIZR

285/ 296



KA BRIBIRAT

iz 2l

BERARAK macOS EMRKE  armb4 PriFEE

SEERHE (3) 4‘. FRTH

HMRR (3) 1.0MB B EB—TESARIR, BFEARFRTHEH

iRE

SR (9)

SR (9) B THER: /Users/hr/Downloads

1 (8) TREEA: | Fhnt BT AR R
: CRIFTH: ® THEMRTER, MBLTE
test (3)
MR TE
test1 (1)
TRMARINTEL

6.1.5 {EE/IREX

KPZERHERE T EE/REXRELAAL, HERFREEEREEISHCSEEIREREN
X,

1. REX

KPR LR ERMG IR SEN G, S3NEEEHERS, IMEEERHFEE, JUE
SRR X R EHTH R RIS AR S A4

RRBEEXFReZnEana a8 [REX] #AREXTHE, TEEREINATEXE 4.

(1) kR BPEPREXPIXYE, BEATE (MR] ZH, BDRTRRARREXEFRIX
PRSI,
(2) WHE: BRETRBXPINXY, BEATA [KE] &l ARESsINEEARRE,

286/ 296



(3)

KA BRIBIRAT

FERE.

BH=x.

XfEEE

/Users/huoronganquan/Des...d399ba626534b0647684e401

/Users/huoronganquan/Desk...4660285921f8441d551461ae6

/Users/huoronganquan/Des. ..8e7b68482c2cec692058ee43

/Users/huoronganquan/Des...ef62e24457cab5ddcaada7ch

/Users/huoronganguan/Desk...711ba17e116dcc7d7¢910ce02

/Users/huoronganquan/Deskt...9f09a4bf9f2dfbc540febe3cff

/Users/huoronganquan/Des...24e1f50362adb97cde43268d

/Users/huoronganquan/Des...dc93d8582673f98d9bbf77d0

/Users/huoronganquan/Desk...8518c7693b68de9ed9afddfdf

/Users/huoronganquan/Des...8a94b260087a37ef070dfe73

/Users/huoronganquan/Deskt...ee5fffff4eb728¢11b9ab37149

/Users/huoronganguan/Desk...d8b6a92celec75df341863279

B ARPIEFREXFRG, BEATA ER] &,

fREX

=R
Adware/Downloader.bz
Adware/Rising.a
Adware/InstalleRex
Adware/JS.MultiPlug.b
Adware/OutBrowse.n
Adware/AlteredSoftware.a
HEUR:TrojanDownloader/Agent.bf
Trojan/Agent.bgk
TrojanDownloader/MSIL.Agent.sc
Trojan/Injector.bfu
TrojanDownloader/Maloader.|

TrojanSpy/MSIL.AgentTesla.mqg

RIAIREN S RIXPE A A =S E

8 R )
2024-12-03 16:42
2024-12-03 16:42
2024-12-03 16:42
2024-12-03 16:42
2024-12-03 16:42
2024-12-03 16:42
2024-11-19 17:37
2024-11-19 17:37
2024-11-19 17:37
2024-11-19 17:37
2024-11-19 17:37

2024-11-19 17:37

2. 5EKX

KFRELIRRMEESHRINEERINEE, AP LSRN, AHEERSREERISUY, Tk
AIMEIE, WHIRPEISHESIAE (TRIMHK) ABRSER. HLnEIIEm. RISHT

M EEENHEHEE.

287/ 296



KA BRIBIRAT

fBEmE TE KA BAE

/Users/huoronganquan/Pictures/Camera Roll/ X3
/Users/huoronganquan/Pictures/ImageOptim/ X3
/Users/huoronganquan/Pictures/Photo BoothE g/ XA

/Users/huoronganquan/Pictures/ & F ElEE.photoslibrary/ X

6.1.6 BXEME

KR RIRRERNEERKAS N, SEREFORESKEERRKASNGE, *E&IiHT

REaLAER (BRRNE] EEEERIKAL .

288/ 296



KA BRIBIRAT

EEERL |

HR
Bx#AH: 400-998-3555

hr7s: v2.0.8.0 # WEEE: 2024-11-18 10:02 fRE X BEEX

6.2 EiR(EE
KEZRiRHAFEESIRIRASERAND, ARREE LA [(BRiRER] Eifx, JEEZR

LimAIRImER. [P, MACHIIEFHENEMER, UREEESRE. &A—XELSHE., RinERR

RBER (BIERBEL, RSB "RIRAHRE" ) . BRTEDE. KELRIRRA. 7%

SEREK. SPOERRE. SpEENP0 (AHPD) FHEE.

289/ 296



KA BRIBIRAT

ZiRER

huorongs—iMac.local

HEERS: R AUEES
E&EE: 2025-12-02 16:39:04

BhiFsREg: 1
BIRSE: ROELRIK

2025-11-24 10:02
= BEEPD

etk 192.168.51.37 . 192.168.51.6
10-B9-C4-65-21-4D

hR7s: V2.011.0 # mERE: 2025-11-24 10:02 fREX BEX

6.3 EHZIEE

KPZeBRiRHTEEXT K AR %R, A&, EEH. REFPEERLEAD, BF

RETERSREBEA LA [KAReRin] R, THIIE AR, /BT HAXINIIEERE.

290/ 296



KA BRIBIRAT

KARSEIE  RE BO TR

XFHMN BiEERL = &
Z2HAE

L EC

WMEEH

eE

s K IETE fRIF R FB AN

R KRR
el ERH 99 X

KA KBREER

ARA: v2.0.8.0 = mEERE: 2024-11-14 11:39 fRE X BEX

6.3.1 XTFHA]

KFLZEEHBEHITKBIRNEREER, AR RE (KT EEXFRIRRER.

EEREP L

KBRZERHE

hR#S: v2.0.8.0

EFR KRR BRI B BR A S AR
Copyright©2012-2024 Huorong.All rights reserved.

hR4: v2.0.8.0 # BEEE: 2024-11-14 11:39 fREX BEEX

291/ 296




KA BRIBIRAT

6.3.2 Z£HE

BRIRE [(££0FE)] fIFESHE, MWABTRISRWATER, IFAFET HEMERTEES
T IFMRFATER, BAERARES (RORBAZELERASH, KnRRARNSRAT) 5

BARNBAESH IR,

il 2024/12/03 — 2024/12/03 B %7 =8 INEE =28

A E] el 3 =

2024-12-03 16:44:16 RS A ER BENEH, REoMREmE
2024-12-03 16:43:37 RERE BEXEH, KMo TKEImE
2024-12-03 16:43:19 R B IR BHEXSHE, R0 TNEIME
2024-12-03 16:43:13 R R AR BHEXEHE, RIMoTKERIE
2024-12-03 16:42:51 TRERAE IR HRIRITHS, RIMO T KEEIRE

2N24-12_N2 1R-42-22 FEERRKA 3 3 BREWVIEHE SMAANNMIMmE

W T j8): 2024-11-14 11:39
Friamtj8): 2024-12-03 16:43
B3t 00:00:29

1R 770

1S 30

RILRBE: O

B4EM: 0

IR

6.3.3 £ZiREHT

XFzeRinRHtEMEICIHE, EERFEAFEMEICHER, BRUUERmREFTRTE (&

InEic] EERIEEEICER.

6.3.4 [EEEH

KPZERIGR FoIERRRA, BEIFRA TGRS EH.

292 /296



KA BRIBIRAT

IEFEIREVRSZSBFARIER. .

!ﬁ

YATARAS: vV2.0.8.0
SHElmESEE: 2024-11-14 11:39

6.3.5 Z£I8H

BARIRE [Z2IRE] FIHRE, AREFIUNEMIRE. BEER. LT ERIhEErM TR

NEEEHITEENXEKE.

293/ 296



KA BRIBIRAT

XA SERT ISR

FHRA ® SR

FaHFHR

B aiFRA: A RIREE

ZEHER: BEREFE 30 X

RILEREE

BRSSERIRE:

IO | http://192.168.3.41

KimEp\/iRO: 6080

PIIIERESS S

mERRINRE

294/ 296



KA BRIBIRAT

EhitinE

RmEsn: @ waR

BajibE

EawEr: B SEEXHEAZERER

REFREE: @ FETREEETNRSAD, HEMPTAT
(20M~9999M)

R BEX GBI HELSEE, HAZ M X/ \FRE

HEET RAXH

HitW ARz

MBREHEE

mERIANRE

295/ 296



KA BRIBIRAT

w®E

10 S

BiiRE MEER EEHEE

earpxuznuz @D

R S EBGERE
SR BN AT
B sceEmiTRE

S FAEAREEREX S

RUFER: @ MEEREHET®E
{RiCR
B Eh4hE

B s HEnERER

mERANRE

296/ 296



	第一章 概述
	第二章 火绒终端安全管理系统-控制中心
	2.1 访问控制中心
	2.2 控制中心登录与登出
	2.3 基础功能
	2.3.1 授权管理
	2.3.2 搜索
	2.3.3 导入
	2.3.4 中心版本
	2.3.5 通知
	2.3.6 账户

	2.4 首页
	2.5 终端管理
	2.5.1 终端部署
	2.5.2 终端概况
	2.5.3 终端详情
	2.5.4 重复终端
	2.5.5 分组管理
	2.5.6 终端黑名单
	2.5.7 标签管理
	2.5.8 文件分发
	2.5.9 计划任务
	2.5.10 任务管理
	2.5.11 终端发现
	2.5.12 设备管理

	2.6 防护策略
	2.6.1 策略部署
	2.6.2 策略管理
	2.6.3 信任文件
	2.6.4 黑名单
	2.6.5 U盘管理
	2.6.6 终端动态认证

	2.7 漏洞修复
	2.7.1 按终端查看
	2.7.2 按补丁查看
	2.7.3 补丁文件管理

	2.8 资产管理
	2.8.1 资产登记
	2.8.2 软件库
	2.8.3 软件管理
	2.8.4 系统管理
	2.8.5 硬件管理

	2.9 中心管理
	2.9.1 账号管理
	2.9.1.1 账号管理
	2.9.1.2角色管理

	2.9.2 多级中心
	2.9.3 数据备份
	2.9.4 中心迁移
	2.9.5 中心设置

	2.10 事件日志
	2.11 管理工具
	2.11.1 Windows离线升级工具
	2.11.2 Linux离线升级工具
	2.11.3域部署工具
	2.11.4 中心迁移工具
	2.11.5 移动存储注册工具
	2.11.6 火绒安全U盘程序
	2.11.7 专杀工具
	2.11.8 SHA-2代码签名补丁修复工具
	2.11.9 Windows终端
	2.11.10 Linux桌面版终端
	2.11.11 Linux服务器版终端
	2.11.12 macOS终端
	2.11.13 水印显形工具

	2.12 配置工具
	2.12.1 主中心配置工具
	2.12.2 备用中心配置工具
	2.12.3 负载中心配置工具


	第三章 火绒终端安全管理系统-Windows终端
	3.1 首页
	3.1.1 病毒查杀
	3.1.2 版本及更新
	3.1.3 信任/隔离区

	3.2 防护中心
	3.2.1 病毒防御
	3.2.2 系统防御
	3.2.3 网络防御

	3.3 访问控制
	3.3.1 IP协议控制
	3.3.2 IP黑名单
	3.3.3 联网控制
	3.3.4 网站内容控制
	3.3.5 程序执行控制
	3.3.6 设备控制

	3.4 安全工具
	3.5 应用中心
	3.6 终端信息
	3.7 更多功能
	3.7.1 安全设置
	3.7.2 安全日志
	3.7.3 隔离区
	3.7.4 信任区
	3.7.5 语言设置
	3.7.6 检查更新
	3.7.7 联系网管
	3.7.8 终端登记
	3.7.9 关于我们


	第四章 火绒终端安全管理系统-Linux服务器版终端
	4.1 查看帮助信息
	4.2 查看终端状态
	4.3 发起本地扫描任务
	4.4 查看终端配置
	4.5 修改配置项
	4.5.1 修改中心地址
	4.5.2 修改策略同步设置
	4.5.3 修改自动升级设置
	4.5.4 修改仅更新病毒库设置
	4.5.5 修改发现病毒时自动清除设置
	4.5.6 修改清除前隔离文件设置
	4.5.7 修改扫描压缩文件设置
	4.5.8 修改压缩文件大小限制设置
	4.5.9 修改扫描网络驱动器设置
	4.5.10 修改不扫描扩展名文件设置
	4.5.11修改文件实时监控功能状态
	4.5.12修改文件实时监控-发现病毒时设置
	4.5.13修改文件实时监控-清除病毒时设置
	4.5.14修改文件实时监控-扫描时机设置
	4.5.15修改文件实时监控-不扫描指定文件路径设置
	4.5.16修改文件实时监控-不扫描指定路径规则设置
	4.5.17 修改日志保留时间设置

	4.6 隔离区操作
	4.6.1 恢复隔离区文件
	4.6.2 删除隔离区文件
	4.6.3 提取隔离区文件
	4.6.4列出隔离区文件
	4.6.5查询隔离区文件占用大小
	4.6.6查看帮助

	4.7 查看日志
	4.7.1 查看日志使用帮助
	4.7.2 查看不同格式日志
	4.7.3 查看不同功能日志
	4.7.4 根据时间查看日志
	4.7.5 多条件查询日志
	4.7.6 查看指定ID完整日志


	第五章 火绒终端安全管理系统-Linux桌面版终端
	5.1 首页
	5.1.1 病毒查杀
	5.1.2 版本及更新
	5.1.3 信任/隔离区

	5.2 终端信息
	5.3 更多功能
	5.3.1 安全设置
	5.3.2 安全日志
	5.3.3 隔离区
	5.3.4 信任区
	5.3.5 检查更新
	5.3.6 联系网管
	5.3.7 终端登记
	5.3.8 关于我们


	第六章 火绒终端安全管理系统-macOS终端
	6.1 首页
	6.1.1 病毒查杀
	6.1.2 文件实时监控
	6.1.3 版本更新
	6.1.4 应用中心
	6.1.5 信任/隔离区
	6.1.6 联系网管

	6.2 终端信息
	6.3 更多功能
	6.3.1 关于我们
	6.3.2 安全日志
	6.3.3 终端登记
	6.3.4 检查更新
	6.3.5 安全设置



